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“Security” Threats of the “Old Normal” 

• Compliance was the main 
focus of our Security program 

• As an industry we were more 
focused on ease of use and 
audits then attackers getting 
our data. 

• IT departments and functions 
only engaged Security teams 
when they thought there might 
be an implication to these 
regulations. 

• Today, our World has changed 
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Since the beginning of 2015, over 100 million individuals health information has been 
reported stolen. 
• 80M records taken from a large Health Care payer. 
• 4M medical records maintained on four workstations 
• Physician loses laptop with psychiatric patients records  
• Neurologic institute accidentally emails 10,000 patient records to 200 patients 
• Phishing/hacking nets nearly $3M from six healthcare entities  
• University reports laptop with patient information stolen out of a student’s car 
• Vendor sells hospital’s X-rays (films) to third party 
• Resident loses track of USB with over 500 orthopedic patients information 
• Portable electronic device with patient data stolen from hospital 
• Physician has laptop stolen from vacation home  
• 2200 physicians victims of ID theft/tax fraud 
• Stolen laptop from nurse’s home with patient data 
• Printers returned to leasing company compromise thousands of patient records 
• Health System reports third stolen laptop with 13,000 patient records 
• 400 hospitals billings delayed as clearinghouse hit with ransomware 

Recent Events 

Source: A CHIME Leadership Education and Development Forum in 
collaboration with iHT2 
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• 12 y/o learning computers in middle 
school 

• 14 y/o home schooled girl tired of social 
events 

• 15 y/o in New Zealand just joined a 
defacement group 

• 16 y/o in Tokyo learning programming in 
high school 

• 19 y/o in college putting course work to 
work 

• 20 y/o fast food employee that is bored 

• 22 y/o in Mali working in a carding ring 

• 24 y/o black hat trying to hack whoever 
he can 

• 25 y/o soldier in East European country 

• 26 y/o contractor deployed over seas 

• 28 y/o in Oregon who believes in 
hacktivism 

• 30 y/o white hat who has a black hat 
background 

• 32 y/o researcher who finds 
vulnerabilities in systems 

• 35 y/o employee who sees a target of 
opportunity 

• 37 y/o rouge intelligence officer 

• 39 y/o disgruntled admin passed over 

• 41 y/o private investigator 

• 44 y/o malware author paid per 
compromised host 

• 49 y/o pharmacist in midlife crisis 

• 55 y/o nurse with a drug problem 

Source: A CHIME Leadership Education and Development Forum in collaboration with iHT2 

Cybercriminals Today 
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Cyber Threats 

Source: Verizon/Secret Service 2014 Data Breach Investigation Report  

Of the top seven reported 
causes of a security breach, 
four are people or process 
based. 
According to the most recent 
HIMSS security survey: 
“The greatest security threat to patient data is 
that it will be compromised by an organization’s 
staff. Eighty (80) percent of respondents noted 
that they were concerned that human-related 
factors would put data at risk. Furthermore, 
respondents were most likely to indicate the 
greatest motivator leading to the compromise of 
data is for workforce members to snoop on co-
workers, friends and neighbors patient 
information. “ 
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KPMG’s Healthcare Cyber Security Survey 

• 80% have reported a breach in the 
past 12 months. 

• 53% of Providers and 66% of Payers 
consider themselves ready for a cyber 
attack 

• Only 13% say they are tracking 
attacks every day on their 
infrastructures. 

• 27% do not have a dedicated security 
leader and 45% do not have any 
Security Operations Center (SOC) 
capability. 

• Our Conclusions, most of the industry 
is able to identify and react to 
yesterday’s threats not the New 
Normal. 
233 Healthcare Executives (Payers and Providers) surveyed. 44% were Not-for-
profit organizations. All had revenue over $500 million, 70% had revenue over $1 
Billion. 
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Why Are We Such a Big Target? 

Patient/member information is 
easy to obtain and has a high 
resale value: 
 
A stolen medical identity has a $50 street 
value – whereas a stolen social security 
number, on the other hand, only sells for $1. 
 
Medical ID theft occurs when one person 
steals another’s medical information to obtain 
or pay for health care treatment. According to 
the World Privacy Foundation, medical identity 
theft has affected 1.5 million Americans at a 
cost of more than $30 billion. 
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Call to Action 

In Healthcare: 
1. We have to align our security and privacy programs to the new 

Threat Model.  

2. We have to improve our communications both internally and 
externally. Security and privacy threats are not confined to our 
own organizations.  

3. We need a way for individuals who have had their health data 
lost or stolen to recover. Similar to how individuals can recover 
their financial information. This is a research grade problem to 
be solved.   
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Call to Action 

Lessons Learned: 
1. Organizations should revisit the effectiveness of their 

fundamental controls, including but not limited to; 
– Inventory management 

– Granting access to critical information 

2. A continued focus on awareness and training is critical. 

3. Enhancement of monitoring processes for key information 
assets. 

4. A better understanding of where all data, especially ePHI, is 
located within the environment. 
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The information contained in this document is provided by KPMG 
LLP for general guidance and is intended to offer the user general 
information of interest. The information provided is not intended to 
replace or serve as substitute for any audit, advisory, tax or other 
professional advice, consultation or service. You should consult 
with a KPMG professional in the respective audit, advisory, tax or 
other professional area to obtain such services.  

The application of laws and regulations may vary depending on 
specific facts or circumstances. In no event shall KPMG, its related 
partners, managing directors, principals, agents or employees be 
liable for any direct, indirect, incidental, special, exemplary, 
punitive, consequential or other damages whatsoever (including 
but not limited to, liability for loss of use, data or profits), without 
regard to the form of any action, including but not limited to, 
contract, negligence or other tortious actions, arising out of or in 
connection with this information or any copying, display or other 
use hereof. 

All information provided is of a general nature and is not intended 
to address the circumstances of any particular individual or entity. 
Although we endeavor to provide accurate and timely information, 
there can be no guarantee that such information is accurate as of 
the date it is received or that it will continue to be accurate in the 
future. No one should act upon such information without 
appropriate professional advice after a thorough examination of the 
particular situation.  

 

Mark M. Johnson 
Advisory Managing Director 
KPMG Cyber 
mmjohnson@kpmg.com  
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