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The President’s View . . .
Well, the New Jersey Chapter of HFMA started this year off right with our January 

Quarterly Education session, entitled “No Margin for Error” presented by the HFMA 
NJ Patient Financial Services and Patient Access Committees on January 11th. Despite the 
weather, we had close to 200 registrants! With the challenges of Healthcare Finances and the 
economy, this presentation gave us a lot of take-aways in regards to Uncompensated Care and 
Bad Debt, an update on National Health Care Reform, including ACOs, Episode of Care 
Global Payments, Health Data Management Gaps, KPI Strategies, Customer Satisfaction 
and a panel discussion on Patient Access successes.

The committees also trialed “going green”, by posting the presentations on our chapter 
website.  We have received a lot of positive feedback about this, eliminating paper handouts.  
We welcome your continued feedback to make our education sessions outstanding for our 
members.

Our Membership & Networking committee put together an education session which was 
held in both the Northern and Southern parts of the state. Another great session, with a 
different angle: “Revenue Opportunities with Ancillary Departments” including lab and pharmacy.  
They had 3 major reference labs in attendance, Labcorp, Quest Diagnositcs and Bio-Reference Laboratories, Inc.!

 Thank you to our sponsors, and I encourage you to join our Sponsorship Committee in order to gain additional value from 
our events. The Board has approved the Sponsorship Committee as a full committee, with Mike Ruiz de Somocurcio as the 
Chair.  We encourage your participation, to help make our events more meaningful and help you to gain additional value as well.

Joanne Vaul, one of our Board Directors, has “Stepped Up” and created a sub-committee on Healthcare Reform. The committee 
is working together with the New Jersey Hospital Association to digest the information on the proposed rule regarding the Value-
Based Purchasing Program. They will be submitting comments to CMS in March. Reach out to her if you are interested in this 
committee.

John Manzi and Erica Waller put together a Bowling Networking Social on February 16th, an opportunity to network and 
have fun!

Other upcoming events include:   
February 28th – Medicare Cost Report 
March 8th - Quarterly CARE Education sessions
March 24th – “Stepping Up to the New Era: The Implications of Reform on Capital, Strategic and Physician Planning “ Co-

sponsored with the New Jersey Hospital Association
March 26th – HFMA Certification Exams
April – Women’s Program 
April – Managed Care Program
May 12th – The Chapter’s Annual Golf Outing at Fiddler’s Elbow

See our website at www.hfmanj.org for more details. I strongly encourage all of you to Step Up and join a committee, get 
involved, share ideas, learn and have fun.  

Finally, enjoy reading this magazine! Our Communications Committee puts great effort in the production of the Garden 
State FOCUS, and this issue is right on target with the articles regarding Health Information Technology as we prepare for EHR 
technology and incentives for “meaningful use”.  On behalf of the Officers and Board of Directors, we wish you a Happy, Healthy 
New Year and prosperity in 2011.

Respectfully,

Mary T. Taylor, MBA, FHFMA

Mary T. Taylor

Respectfully,Respectfully,

Mary T. Taylor, MBA, FHFMAMary T. Taylor, MBA, FHFMA
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From The Editor . . .

Elizabeth G. Litten
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Dear Readers,    

Even though the word “Santa” conjures images of snow (images few of us need 
conjured),  I would be remiss if I didn’t congratulate the winner of our “Santa Baby” 
contest right off the bat. Congratulations Deb Olcott!  Deb will attend an upcoming 
Quarterly Meeting free of charge for correctly identifying Tom Shanahan, CFO of 
Raritan Bay, as the Santa look-alike on the November/December 2010 cover. The 
challenge posed by our “guess who’s dressed as Santa” contest, along with the promise 
of our alluring prize, drew in entries from a number of readers.  

Other correct answers (from which Deb’s name was drawn at the January Commu-
nications Committee meeting) were submitted by Greg Adams, John Dalton, Dennis 
Jones, Scott Besler, John Doll, Tom Griffith, Pete Allan, Olga Barone-Allan, Jim 
Pender, Paul Porter, Liz Jennings, and Dora Marques. Congratulations to all of you for knowing your New Jersey 
hospital CFOs, even when dressed in bright red velour! Tom, you are a very, very good sport – thank you! Thanks, 
also, to John Manzi, who arranged for the costume, use of the Santa station at the mall (we hear Tom was a hit with 
the later-evening mall crowd; he was not allowed on mall premises in costume until the “real” mall Santa had left for 
the evening), and the actual photo. Finally, thank you, Laura Hess and Al Rottkamp for being so hilariously helpful 
with clues and lyrics. I challenge any other HFMA committee (in New Jersey or any other chapter) to convince me 
that they have more fun than we do. In fact, email Laura at njhfma@aol.com if you think your committee does enjoy 
its committee meetings and activities as much as we do (I feel an idea for a future contest brewing) – or if you would 
like to join ours!

The array and number of legal and practical changes and challenges affecting the health care industry, both in New 
Jersey and nationally, gives us plenty of material for the magazine and the Chapter’s educational sessions. The health 
information technology (HIT) focus of this issue is likely to be repeated in future issues, as the needs to share and 
secure health information, and the tension between these needs, grows. If you have thoughts or experiences regarding 
the use of HIT, please consider submitting an article or even a few sentences that can be compiled into a discussion 
piece highlighting where New Jersey stands, or where it should head, with respect to HIT.

Happy Reading,

Elizabeth G. Litten
Editor
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I Know Your Password,
But I May Not Need It

by Al Rottkamp

continued on page 8
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Introduction 
We are victims of habit. We design our habits based on 

convenience, time, energy and money. Despite warnings, we 
use the same passwords for almost every login page, regardless 
of risk. Until a few years ago, I kept a ‘secret’ notepad with my 
usernames and passwords in my top desk drawer. I thought 
it was safe there since those pesky cyber criminals can’t reach 
through the monitor and into the desk drawer. Or can they?

Data breaches, inadvertent disclosures and theft plague 
healthcare and other business sectors. Every day computers and 
paper files are stolen, someone is the victim of a phishing scam, 
or a system is compromised by a hacker. Theft has evolved 
significantly over the years, from dumpster diving to black 
market credit card & medical card sales. Twenty years ago, a 
thief would steal a few credit cards; now technology allows for 
thousands of cards to be stolen and resold, in seconds. Today 
every device with a computer is a potential target. 

Susceptible devices include not only servers, desktops, 
laptops, but also the new generation of Smartphones. Com- 
puter software includes the operating systems (OS) and appli-
cations such as Adobe Photoshop and Microsoft Office. It also 
includes the proprietary software for medical, retail, industrial 
and military applications. Even ATMs are susceptible. Barnaby 
Jack, a security researcher at IOActive Labs, demonstrated 
a flaw in ATMs. He wrote a program that forced ATM 
machines to dispense bundles of cash, without a trace! The 
flaw was patched before the announcement and July 2010 
demonstration. (http://www.scmagazineus.com/) 

Security affects individuals, institutions and governments. 
US Government agencies are under a cyber attack an 
average of 1.8 billion times per month. The Senate Security 
Operations Center alone receives 13.9 million attacks per 
day. In the last five months of 2009, 87 Senate Offices, 13 
Senate Committees and seven other offices were attacked 
by spear phishing attacks. (http://dyn.politico.com/). It is 
estimated that cybercrime cost the US economy $8 Billion 
per year. (http://www.cybersecuritymarket.com/2010/06/16/
statement-of-senator-susan-m-collins )

SecureWorks reported that hacker attacks against their 
healthcare client base doubled in the fourth quarter of 2009 
to an average of 13,400 attacks per client per day. Healthcare 
organizations often store large amounts of patient data, 
including full name, address, social security number, insurance 
numbers and date of birth; that makes them a large target for 
attackers.

In this article, we will discuss 
how data is lost, the value of data, 
breach statistics and expenses, 
legal aspects, vulnerability testing, 
best practices to protect yourself 
and sources of information.

How Data is Lost
Analysis of data from Privacy Rights Clearing House, The 

Data Loss Database and other sources indicate the below 
categories of data loss:

Unintentional Disclosure
Physical Loss 
Insider
Hacking
Observation-overheard
Given – Phishing (scammed)

The Privacy Rights Clearing House has been logging 
breaches since 2005. Their list of breaches is not all inclusive, 
but it does capture a significant portion of the problem. As 
of January 1, 2011, there have been a total of 511,043,466 
records (not individuals) breached since the organization 
started tracking breaches in April 2005. 

Selected breaches listed in the 2010 Privacy Rights Clearing 
House database are below: 

A man handling recyclables near his home found 
binders in a dumpster. The binders contained medical 
marijuana records containing names, social security 
numbers, date of birth, etc

A laptop was stolen from the car of a registered nurse. 
Spreadsheets contained names, dates of birth, medical 
record numbers, provider names and diagnosis.

A former employee is accused of stealing patient 
information and using it to commit identity theft. 
Charged with 15 counts of identity theft and criminal 
enterprise. 

The former owner of the restaurant was sentenced to 
5 years and 5 months in prison for identity theft and 
skimming charges. On 183 credit cards, he added a $15 
to $30 fraudulent charge.

A web programmer discovered that a malicious script 
had been placed on the server. Names, numbers and 
addresses may have been exposed.

Al Rottkamp
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continued from page 7

Leaving money on the table with your Pharmacy Department?

Pharmacy is one of the most difficult departments to 
manage from a coding, compliance, reimbursement 
and pricing standpoint. Isn’t it time to focus your 
attention on your Pharmacy CDM?

Register for a free on-demand 
demo of PHARMauditorTM at  
www.PHARMauditor.com 

or call 1-866-926-5933.

Be proactive to reduce compliance exposure and 
increase reimbursement. 

With PHARMauditor™ you can identify and update your formulary  
and chargemaster for… 
 Improper and invalid HCPCS, Revenue 

Codes and NDC numbers
 Improper billable units
 Under or over priced drugs based on 

Acquisition, AWP or WAC costs
 Over-spending 

 Inconsistent coding & pricing for similar 
drugs across your health system

 Under-billing for self-administered drugs
 Under-billing for Medicare Payable drugs
 And, much more!

Multiple memory data cards were discovered missing 
from two endoscopy machines. Information included 
full name, medical record number, birth date, gender, 
age and procedure.

The California Department of Public Health 
(CDPH) fined Kern Medical Center $250,000 for 
allegedly keeping patient records in an outside, unlocked 
locker allowing the theft of 596 records in 2009. Total 
amount of fines for the 7 health facilities was $792,000.

An administrative error caused an encrypted file 
of one client’s employees to be made available to the 
HR department of another client. A password-based 
registration system was already in place to prevent the 
wrong addressee from opening encrypted email. Those 
potentially affected were notified. Both HR departments 
were in communication. 

The last two entries are noteworthy. With few healthcare 
institutions realizing a profit, the size of the fine is significant at  
$792,000. In the last listing, controls were in place to reduce 
the probability of information disbursement and sale, but it’s 
still a potential breach.  The 2005-2010 report is over 430 
pages and covers breaches in healthcare, banking, retail, etc. 

Although hacking incidents receive the most media attention, 
all methods of data loss are common.

According to Javelin Strategy and Research, theft and other 
fraudulent activities related to exposure of EMR data has more 
than doubled: 7 percent in 2009, compared to 3 percent in 2008. 
Microsoft, Symantec, McAfee and others report on malicious 
activity around the globe, on a quarterly basis. Below are a few 
highlights from the Symantec Intelligence Report, during the 
July to September 2010 period:

The United States was the top country for malicious 
activity in this quarter, accounting for 23 percent of the 
total. 

Credit card information is the most commonly 
advertised item for sale on underground economy 
servers known to Symantec in this quarter, accounting 
for 23 percent of all goods and services.

Symantec observed 14.6 trillion spam messages 
during this quarter, accounting for 91 percent of all 
email messages observed.

The majority of phishing attacks this quarter were in 
the financial sector, which accounted for 73 percent of 
the total.
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continued on page 10

We lose control of sensitive data every day in many 
different, but repeated, ways. We unintentionally send data to 
the wrong people either by email, mail or FAX. Sometimes, it’s 
the topic of elevator discussions. Occasionally, it’s intentional 
and an employee is sending information to others. Our cars are 
vandalized and unprotected laptops removed. More frequently 
than before, either the system is hacked or we are scammed. 
Hacking has advanced from the solo rogue coder to organized 
cybercrime syndicates. 

Valuable Data
The Digital Age allows for new processes at instantaneous 

speeds, globally. Criminal organizations use the Internet to 
conduct business. Once a system is compromised by hackers, 
they harvest and rebundle the available information. The 
more information bundled, the higher the underground resale 
price. Full accounts usually contain the full name, address, 
social security number, gender, DOB and a financial account 
numbers. In 2007, Symantec reported these full accounts 
sold for $30 to $400 each in ‘carding’ forums. Poor quality 
account information could resell for as little as 50 cents each. 
The practice is called ‘carding’ because it describes the process 
of purchasing goods and services with counterfeit credit cards 
or stolen credit card information. Financial information is 
recorded on new fake credit cards and used for purchasing 
goods and services, either online or in person. With your 
identity, criminals can purchase medical services and apply for 
citizenship.  While there are watchdogs and clearing houses 
for financial identity theft, the same safeguards do not exist 
for medical identity theft. Your passport, fingerprints and 
physical presence may be required to resolve a medical identity 
theft issue. Kimerly Kiefer Peretti, Senior Counsel with the 
US Department of Justice, Computer Crime and Intellectual 
Property Section, published an excellent article on the subject. 
Data Breaches: What the Underground World of “Carding” 
Reveals.(http://www.justice.gov/criminal/cybercrime/
DataBreachesArticle.pdf )

Breach Expenses
A breach is broadly defined as any event that potentially 

places a person’s financial, medical or identity data at risk. It 
is the unauthorized acquisition of data that compromises the 
confidentiality, integrity or security of personal information 
collected or maintained by a person, entity or government 
agency. 

Statistics on the cost of a breach or identity theft vary. 
There are statistics for corporate exposure & recovery, as well 
as statistics for personal exposure and recovery efforts.

Trusted ID states that an identity is stolen every 4 seconds 
in the US, the average cost to restore an identity is $8,000, 
and victims spend an average of 600 hours to recover from this 
crime. (http://breachalerts.trustedid.com/?m=201008 )

A 2009 Ponemon Institute Study by the PGP Corp 
estimates it costs $204 per compromised record of which $144 
represents indirect costs and the average organizational cost 
was $6.75 million. The range was 5,000 to 101,000 lost or 
stolen records. This estimate does not address the cost of lost 
business or reputational damage that an event will inflict on 
a company. (http://www.pgp.com/insight/research_reports/ )

The Wright Way has an online program that calculates how 
much a data breach could cost your business. Their calculation 
includes costs for an internal investigation, notification/crisis 
management and regulatory/compliance components. Costs are 
calculated on potential records. For 10,000 affected rec- 
ords, the cost of a data breach is $1,662,720; for 50,000 
affected records, the cost of the breach is $8,313,600. 
Their estimate is $166 per record at the enterprise level. 
(http://awassoc.com/2010/08/how-much-would-a-data-
breach-loss-cost-your-business/ )

In 2009, Javelin Research surveyed approximately 5,000 
Americans who were victims of identity theft. They calculated 
that ID fraud cost approximately $54 billion in 2009, more 
than the estimated $48 billion in 2008. Surprisingly, victims 
were able to recover more of their losses in the subsequent 
years. On average, victims lost $373 in 2009, $498 in 2008 and 
$720 in 2007. The report does not separate losses into financial 
and medical categories. (http://www.forbes.com/2010/02/09/
banks-consumers-fraud-technology-security-id-theft.html )  

As of September 2010, the two largest incidents, as mea- 
sured by number of records, were 1) Hartland Payment Sys- 
tems with 130,000 records affected, (2009), and 2) TJX, the 
parent of TJ Maxx, with 94,000 records, (2007). TJX has 
spent over $260 million to resolve the issue,  roughly $2,766 
per record (http://www.boston.com/business/globearticles/
2007/08/15/cost_of_data_breach_at_tjx_soars_to_256m )

Vulnerability Testing
Penetration testing or ethical hacking is a process where 

security and privacy professionals use the same tools and 
techniques as the hacking community to test the vulnerability 
of a network. To test a network environment thoroughly for 
vulnerabilities and unauthorized access requires the use of 
three separate profiles from a technical perspective: Internal 
and External Penetration Testing, and Social Engineering. 

External Penetration Testing is performed from the per-
spective of a malicious Internet user. In short, it is comprised 
of scanning the external webservers of an organization and 
identifying vulnerabilities. It is a true test of someone “hacking” 
into your system from the Internet. Internal Penetration Testing, 
by contrast, is in essence a simulation of someone gaining access to 
your systems from inside your building; an onsite team will plug 
into the network and determine what information or access can 
be gained from that site. Thus, it is a test of your internal network 
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controls, as well as system access. Finally, Social Engineering 
emulates attempts by an outside person to bypass your secur- 
ity measures by convincing employees to divulge sensitive in- 
formation and/or access to protected physical areas. Examples 
include: spoofing an email address to look like your help desk 
to get an end user to divulge his or her security password and log 
in, and “dumpster-diving”, where a person looks through your 
refuse to see if any sensitive information can be obtained.  Social 
Engineering is really the true test of your Security Policies and 
employee behavior. You can have the best hardware, software 
and security systems in the world, but it is all for naught if an 
employee lets someone tailgate a rogue user into the building. 

Technology and Legal Aspects
We often think of technology and air as similar elements; 

existing everywhere forever. However, technology, as we cur-
rently enjoy it is a new addition to the environment. The first 
computer patient was filed on June 26, 1947, for the Electrical 
Numerical Integrator and Calculator, or ENIAC Computer. 
The first ENIAC computers were purchased by the military 
(http://inventors.about.com/od/estartinventions/a/Eniac.
htm). The transistor was invented at Bell Labs in 1947. 
IBM shipped the first hard drive (5 MB) in 1956. The first 
commercially available microprocessors were the Intel 4004 
in 1971 and Rockwell 8065 in 1975. Apple released the Apple 
1 in1976, Radio Shack released the TRS-80 in 1977 and IBM 
launched the IBM 5150 in 1981. Tim Berners-Lee is credited 
as the inventor of the World Wide Web (www) in 1989.  

Approximately 30 years after the development of the first 
computers, law enforcement began to encounter computer-
information crimes. In response, Congress enacted the Com-
prehensive Crime Control Act of 1984. In 1986, Congress 
enacted the Computer Fraud and Abuse Act (CFAA). With 
the CFAA, Congress wanted to strike a balance between 
Federal and State interests in computer crimes. The CFAA 
was amended in 1988, 1994, 1996, in 2001 by the USA 
PATRIOT Act of 2002, and in 2008 by the Identity Theft 
Enforcement and Restitution Act. Subsection (b) of the act 
punishes not only those who commit or attempt to commit 
an offense under the Act, but also those who conspire to do 
so. Although the initial CFAA protects computers utilized 
by the Government and financial institutions, it may also 
extend to healthcare institutions since they accept Medicare, 
Medicaid and credit card funds. Depending on the breach and 
charges, the below laws may also be applicable (consult with 
an attorney):

Electronic Communications Privacy Act of 1986
Computer Security Act of 1987
National Information Infrastructure Protection Act of
   1996

Health Insurance Portability and Account ability Act of
   1996
Wire Fraud Act of 1997
Identity Theft and Assumption Deterrence Act of 1998
Children’s Online Protection Act of 1998
Gramm-Leach-Bliley Act of 1999
Computer Fraud and Abuse Act of 2001
Local Law Enforcement Hate Crimes Prevention Act of 2001
Sarbanes-Oxley (SOX) of 2002
California Security Breach Information Act of 2003
Basel 2 and Basel 3 Accord
USA Patriot and Terrorism Prevention Reauthorization Act
   of 2005
American Recovery and Investment Act of 2009
Health Information Technology for Economic and Clinical
   Health Act of 2009
Other information is available at Computer Crimes Law 
   (http://law.findlaw.com/state-laws/computer-crimes )

If your system has been hacked and personal information 
stolen, there are several procedures to follow. First, contact your 
bank and the three credit report companies: Equifax, Experian 
and TransUnion. Second, contact your current medical insur-
ance provider and request a Year to Date Explanation of Bene-
fits (EOB) and Accounting of Disclosures. Third, in New 
Jersey, you can report a computer crime online or by phone.

Online -  http://www.cctf.nj.gov/cctf-report.html

Phone 800-396-2310

If you suspect your system has been hijacked and used in 
the commission of a crime, do nothing to the system; don’t 
turn it off, don’t scan for viruses, don’t unplug any devices. 
Call the NJ State Police or the FBI. Disturbing the system 
could destroy valuable evidence.

A summary of prosecuted computer crime cases and their 
results are posted on the United Stated Department of Justice web 
site (http://www.justice.gov/criminal/cybercrime/cccases.html) 

Best Practices
One of the best practices is to turn computers off when not 

in use. While in the off state, the system is unable to execute 
malicious software used by hackers and other cyber criminals 
(“malware”). This also increases the useful life of the monitor, 
hard drive and internal fans, and it’s a good “green” practice.

Always configure your system to scan for Operating System, 
Antivirus, Spyware, Rootkit updates and patches, but do not 
configure the system for auto install. A good practice is to wait 
a day before installing, as sometimes the patch or update may 
require an update, or the patch will negatively interact with a 
critical application on your computer. 

continued from page 9
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Always perform a virus scan before opening any file and 
run malware scans at least weekly. If an email looks suspicious, 
do not open it. It may be a phishing attack or Trojan.

Remove programs that you don’t use. This reduces the 
number of programs and code that can potentially be hacked, 
reduces file clutter on your hard drive and increase the system’s 
response time. 

Always use encryption when storing or sending sensitive 
information. There are several software encryption programs 
available; Folder Lock, SensiGuard, Safe-House, Secure IT, 
CryptoForge, etc. IronKey makes USB 
Flash drives that are validated to meet FIPS 
140-2, Level 3 NIST security standards. 
After 10 consecutive incorrect password 
attempts, the IronKey USB Flash Drive 
will self destruct. (https://www.ironkey.
com/enterprise ) 

Password protect your devices. Don’t 
use the same password for all your login 
applications and change it every six 
months to another long string of mixed 
case letters & numbers. As you can see 
from the Password Side Bar discussion, an 
8 position password is potentially unsafe 
with current processor speeds. Require 
12 character position passwords with a 
mixture of upper and lower case letters, 
numbers and special characters.

Shred all documents before disposal, 
restrict physical access to sensitive infor-
mation and don’t leave documents, laptops 
or other devices in the hallways or car.

Use a separate computer for high risk 
applications such as online banking, 401k 
access and personal health information 
(PHI). As stated above, update the oper-
ating system and anti-virus software on a 
regular basis. Change your password. Do 
not surf the Internet, visit sports, weather 
or news sites, Google or Yahoo anything 
on this computer. Turn it off when not in 
use.

Review your current insurance cover- 
age. For institutions, it would be unusual 
for the general insurance policy to provide 
breach expense coverage, legal represen- 
tation, notifications, credit monitoring, 
IT audit & certification, etc. Evaluate po-
tential endorsements and specialty cyber 
insurance companies.

Conclusion
The information presented in this article is to assist you in 

mitigating the risk involved with utilizing financial, medical 
and proprietary Internet applications. Multiple sources were 
referenced citing the volume and type of data stolen, how 
easy that data is to obtain on a global basis, and the expense 
of a breach  to institutions and you. The majority of data 
and reports focus on financial data theft. As a result, there 
are monitoring agencies, recovery process, and remedies for 
 continued on page 12
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financial identity theft. The same is not the case for medical 
identity theft, as there are no medical service counterparts 
to Equifax, Experian and TransUnion. As a result, it will be 
more difficult to monitor and protect your medical identity 
in real time. Resolution may require a passport, fingerprints 
and your presence at the healthcare institution that claims you 
had the procedure. 

Data exists everywhere and in a digital environment, it may 
have a perpetual existence on the Internet, in cached files or in 
a proxied hard drive. The size of the users group makes Face- 
book, Amazon and other company’s constant targets. I don’t 
want your password or information, but other people do. They 
look through trash and search stolen laptops. The small-time 
criminal adds a few dollars to your credit card. Cyber criminals 
configure Hacking Computers that use password dictionaries, 
multiple processors and customized software. Your information 
is sold on ‘forums’. Due to the nature of the activity, there are 
several Federal laws that apply to Cyber Crime. 

An 8-character password is unable to protect you for years 
or even months; a 12-character password is now required. The 
most secure applications may require 3 forms of identification; 
username, password and a company token. In the future, 
authentication may require the username and password of 
both parties involved with the transaction. In the case of a 
medical visit, you and a physician may both be required to 
login at the same location for specific goods and services.

Understanding the risk factors is important as we implement 
Electronic Medical Records, Internet Medical Record Storage 
and Regional Health Networks. 

Change your password…

Sources of Information.
Symantec – Symantec Intelligence Quarterly
McAfee – McAfee Labs Blogs
Microsoft – Security Intelligence Report (SIR)
Privacyrights.org
DataLossDB.org
Credit Report companies; Equifax, Experian, TransUnion
Identity Theft Resource Center
New Jersey Cyber Crimes Unit
US Department Health and Human Services
National Institute of Standards and Technology
Other Federal and State web sites

Passwords
A password is a sequence of characters that is used for several 

authentication purposes. That sequence can include upper 
and lowercase letters, numbers and the special characters. 
Your password is your key to logging onto your computer and 
company servers, the Internet, bank accounts, etc. It also is a 
component of your access privileges.

Your password is a component of your digital signature. 
Other components include keystroke speed, key hold down 
time, linguistic style and the device utilized. 

The most common passwords are obvious and contain 
information unique to you. 

A few common passwords and the ones the security 
community highly recommend against using are:

Your name
Spouses’ name
Children’s names
Dogs’ name
12345
123456
666666
7777777
Abc123
Your name 123
Spouses Name 123
Children’s Names 123
Car names
Sports team names
Celebrity names
Xxxxxx
And a bunch of words I can’t print here

They also recommend avoiding the most frequently used 
letters in English:

e - t - a - o - i – n - s - r – d - s 

The probability of cracking your password by Brute Force 
with dictionaries  decreases with long passwords, using upper 
and lower case letters, numbers, special characters, avoiding 
using common words and letter sequences.

The (English) possibilities are based on:
26 lower case letters
26 upper case letters
10 numbers
7 special symbols (not always an option on every system)

For example, suppose you were going to attempt to crack 
all possible six-position passwords composed of upper-case 
letters (26), lower-case letters (another 26), and the digits 0-9 
(another 10). This gives you 62 possibilities per position. The 
total number of possibilities is 62^6, or about 56,800,000,000 
possibilities. Utilizing 8 positions, the number of possibilities 
increases to 62^8, or 218,300,000,000,000.

The table below is calculated by assuming 1,000,000  
operations per second. Password lengths from 3 to 8 are 
shown. The numbers at the top, 26 & 62, indicate the number 

continued from page 11
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of characters from which the passwords are formed. 26 is the 
number of lower case letters, 62 is mixed case letters and 
numbers. 

     26 characters                         62 characters      
 3  0.02 seconds                          0.23 seconds  
 4  0.46 seconds                          14.7 seconds  
 5  11.9 seconds                         15.26 minutes  
 6  5.15 minutes                         15.70  hours  
 7  2.23 hours                             40.75  days     
 8  2.42 days                                 6.92 years

A password with 8 character positions, composed of upper 
and lower case letters and numbers, would take 6.92 years to 
crack with a 1MHz processor. With a 1 GHz processor, the 
same 8-position password would only take 60.65 hours. As of 
this writing, Dell is shipping an XPS 8100 desktop with an 
Intel Core i7 processor; clock speed is 3 GHz. That reduces 
the password crack time to 20.2 hours.  

The most secure passwords

Are greater than 8 characters
Contain Upper & lower case letters, numbers and special
characters ( #%&*)
Do not have numbers at the beginning or end of the
password

Have no reference to you or your family

Are changed periodically

Are not reused in any form

The Achilles Heal of passwords: using the same password 
for several applications or keeping a book of passwords in 
your desk drawer.

Microsoft and others offer online password testing (https://
www.microsoft.com/protect/fraud/passwords/checker.
aspx?WT.mc_id=Site_Link ). 

About the author
Al Rottkamp is a member of the HFMA NJ chapter, the Association 
for the Advancement of Medical Instrumentation (AAMI) and 
the Information Systems Audit and Control Association (ISACA). 
He holds an MBA and MS in Biomedical Engineering. As an 
employee of Crothall Clinical Engineering, he is the Director of 
Biomedical Engineering at Trinitas Regional Medical Center. He 
can be reached at ajcr123@aol.com.

Common Terms

Confused by the growing number of terms? 

Bot – short for Robot. Automated software 
programs that act as Agents for other software. Not 
all bots are malicious, i.e., shopbots, travelbots, web 
crawlers, etc.

Malware – Malicious Software. Category includes 
Viruses, Worms and Trojan horses.

RootKit –  undetected and unwanted code that 
allows a constant presence on a computer. There are 
two types of rootkits; user mode and  kernel-system 
mode. User mode run within the operating system 
and obtain administrative rights fore themselves. 
Kernel mode operate at the system level and interacts 
with the processor, graphics cards, hard drives, mouse, 
etc. Rootkits are difficult to detect and remove.

Trojan Horse – malicious program that pretends 
to be a desirable program. May give someone 
unauthorized remote access to your computer. Trojan 
Horses do not replicate like a Virus.

Virus – a self replicating program that is designed 
to spread from one computer to another. The virus 
starts or spreads when you run an infected program. 
Effects may be an annoyance or fatal.  

Phishing – snooping around. Sometimes referred 
to as Social Engineering. Intent is to gain financial 
and/or personal information for fraudulent purposes

Spear Phishing – targeted phishing. Targeting a 
company or group.

Worm – a program that can automatically 
duplicate and propagate across networks.

Operating System – non malicious soft-ware that 
controls the computer system; disk drives, keyboard, 
mouse, monitor, etc. Windows, MacOS, Linux, 
UNIX, etc.
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The Growing Epidemic of PHI 
Security Breaches – Providers 
and Insurers Beware of 
Enforcement by Attorneys 
General

by Michael J. Kline, Esq.

Enforcement Action under HIPAA/HITECH
The Breach Notification Rule1 in the Health Information 

Technology for Economic and Clinical Health Act of 2009 
(“HITECH”), which amended the Health Insurance Porta-
bility and Accountability Act of 1996 (“HIPAA” and, collec-
tively with HITECH, “HIPAA/HITECH”) relates to public 
disclosure of security breaches of Protected Health Information 
(“PHI”).  HIPAA/HITECH has continuously been bringing to 
light new breaches of PHI involving highly respected and so-
phisticated healthcare providers and insurers (generally, “covered 
entities”).  Yale Medical School, Henry Ford Medical Center, St. 
Jude Children’s Research Hospital, Wellpoint, HealthNet and 
Anthem Blue Cross are only a few of the covered entities that 
have been inflicted with the plague of PHI security breaches.

The HITECH Act requires covered entities to notify, among 
others, Kathleen Sibelius, Secretary (the “Secretary”), of the 
U.S. Department of Health and Human Services (“HHS”), 
respecting a PHI breach involving 500 or more individuals. 
The notification to the Secretary is to be made “without unrea-
sonable delay and in no case later than 60 calendar days after 
the discovery of the breach of PHI. . . .” 

What is supposed to happen, however, when the Secretary 
receives the report of a PHI breach involving 500 or more indi-
viduals? Section 13402(e)(4) of HITECH provides as follows:

(4) Posting on HHS Public Website.—The Secretary 
shall make available to the public on the Internet website 
of the Department of Health and Human Services a list 
that identifies each covered entity involved in a breach . . . 
in which the unsecured protected health information of 
more than 500 individuals is acquired or disclosed.2

The enactment of HITECH gave state attorneys general 
the ability to enforce PHI security breaches under HIPAA for 
the first time. Under HITECH, state attorneys general are 
authorized to bring civil suits in federal district court as pa-
rens patriae (on behalf of state residents) if they believe their 
residents are threatened or adversely affected by HIPAA viola-
tions. The attorneys general can sue for injunctive relief and/
or damages and attorney fees. Moreover, nothing in HIPAA/

HITECH prevents a state attorney general from exercising 
powers under state law respecting PHI security breaches.3

Richard Blumenthal, the former Attorney General, and 
now U.S. Senator, of Connecticut, was especially prominent 
in his prompt launching of enforcement investigations of PHI
security breaches affecting individuals in his state. For exam-
ple, on August 18, 2010, Yale School of Medicine reported 
that it had begun notifying approximately 1,000 individuals 
whose clinical health information was contained on a laptop 
computer that was stolen.4 On the heels of that disclosure,
Attorney General Blumenthal announced, “My office has be-
gun an investigation to identify the cause of the breach and 
assure ongoing protections for patients.”5

This disclosure by Mr. Blumenthal is only a more recent ex-
ample of his parade of investigations of PHI security breaches.  
In July 2010 Mr. Blumenthal had distinguished himself by suc-
cessfully recovering $250,000 for Connecticut from insurer 
HealthNet and its affiliates (collectively, “HealthNet”) in the first 
state settlement under HIPAA/HITECH respecting a health 
data security breach.6 Mr. Blumenthal had charged HealthNet 
with failing in May 2009 (i) to protect properly private patient 
medical records and financial information on nearly 500,000 
Connecticut enrollees and (ii) to promptly notify consumers en-
dangered by the breach. 

HIPAA/HITECH requires providers and insurers to report 
to HHS and affected individuals a PHI breach involving 500 or 
more individuals “without unreasonable delay and in no case 
later than 60 days from discovery of a breach.” [Emphasis 
supplied.] However, immediate publicity from a prompt inves-
tigatory action launched by an attorney general who has learned 
of the alleged breach may force a public response by a provider 
or insurer before it has completed its own internal investigation 
and prepared an orderly plan and response.  

Enforcement under State Law
It was pointed out earlier in this article that nothing in  

HIPAA/HITECH prevents a state attorney general from exer- 
cising powers under state law respecting alleged PHI security  
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continued from page 15

breaches. In this regard, on October 29, 2010, the Indiana At-
torney General’s office announced in a press release (the “Press 
Release”) that it had filed a lawsuit against Indianapolis-based 
WellPoint, Inc. (“WellPoint”), claiming that “the health insur-
ance provider did not notify their customers or the Attorney 
General’s office in a timely manner following a data breach 
earlier this year affecting more than 32,000 Hoosiers.”7

Significantly, the lawsuit, which seeks $300,000 in civil 
penalties, is not being brought under HIPAA/HITECH as 
Mr. Blumenthal has done. According to the Press Release, ac-
tion is being brought under Indiana state law, which “requires 
businesses to notify both the individuals potentially affected 
by a data breach, as well as the Attorney General’s office with-
out unreasonable delay.” [Emphasis supplied.]

According to the Press Release, WellPoint was notified as 
early as February 22, 2010 and again on March 8, 2010, that 
health insurance application records containing personal infor-
mation, such as social security numbers, financial information 
and health records, were accessible through its public website.  
However, Greg Zoeller, the Indiana Attorney General, alleges 
that WellPoint did not begin notifying customers of the secu-
rity breach until June 18, 2010 (more than 100 days after Well-
Point reportedly learned of the breach). The Press Release con-
tinues that, following news reports of the breach, the Attorney 
General’s office submitted an inquiry to WellPoint and received 
a response on July 30, 2010 (at least 144 days after WellPoint 
reportedly learned of the breach). The Press Release states that 
the WellPoint “delays in notice both to customers and to the 
Attorney General’s office are considered unreasonable.” 

As stated earlier in this article, HIPAA/HITECH has a more 
objective and rigid standard than the “unreasonable delay” provi-
sion in the Indiana statute. Under HIPAA/HITECH, the time 
frame for insurers and providers  to give notice to affected in-
dividuals and HHS of a PHI security breach involving 500 or 
more individuals is “without unreasonable delay and in no case 
later than 60 days from discovery of a breach.” WellPoint would 
clearly not have been within the maximum 60-day limit for noti-
fication under the HIPAA/HITECH requirements.  

What led Mr. Zoeller to proceed under state law rather than 
HIPAA/HITECH, especially given the objective outside limit of 
60 days under HIPAA/HITECH and the aforementioned suc-
cess of Mr. Blumenthal in Connecticut, is unclear. Perhaps the 
decision was made in order to bring the action in the Indiana 
state courts rather than the federal courts, or there are facts and 
circumstances that may favor use of the state law. It is also pos-
sible that the Indiana Attorney General may want to reserve the 
possibility of proceeding in the federal courts under HIPAA/HI-
TECH later in the event that the current state action does not 
proceed favorably.

Enforcement Action under Both HIPAA/HITECH and State 
Law

On January 18, 2011, Attorney General William Sorrell of 

Vermont and his office (collectively, the “Vermont Attorney 
General”) announced in a press release (the “Press Release”) 
that it had settled a lawsuit (the “Vermont Action”) by means 
of a consent decree, which requires court approval, against 
HealthNet.8  The Vermont Action involves a number of issues 
similar to the Connecticut case against HealthNet described 
earlier in this article, including an alleged failure to notify 
promptly consumers endangered by the breach. 

The settlement in the Action (the “Vermont Settlement”) 
would require HealthNet to pay $55,000 to Vermont, submit 
to a data-security audit, and file reports with Vermont regard-
ing information security programs for the next two years.  Pre-
sumably the lower settlement amount in Vermont is attribut-
able to the fact that, as the Press Release stated, 525 Vermonters 
were affected by the alleged PHI security breach, which may be 
contrasted to nearly 500,000 Connecticut enrollees affected by 
the alleged Connecticut PHI security breach.

Significantly, according to the Press Release, the Action, which 
was filed in the U.S. District Court for the District of Vermont, 
was brought under both federal and state law in one lawsuit 
that invoked HIPAA/HITECH, as well as the Vermont Secu-
rity Breach Notice and Consumer Fraud Acts. The Press Release 
stated that the Vermont Settlement is “Vermont’s first enforce-
ment action under the Security Breach Notice Act and the sec-
ond HIPAA enforcement action of its kind since state attorneys 
general were given HIPAA enforcement authority in 2009.”

Conclusion
In any event, it can be expected that state attorneys general 

around the country will follow suit in vigorously investigating 
PHI security breaches and seeking civil monetary payments 
under HIPAA/HITECH and/or state law. Not only does such 
litigation give substantial media exposure for the attorney 
general’s office, it creates an impression of active enforcement 
against a well-known target with the potential for a substantial 
recovery by the state.  

In this regard, it will be interesting to see how attorneys 
general will exercise their discretion in selecting entities from 
which they will seek penalties for PHI security breaches. The 
three reported cases all dealt with insurers, not providers. As 
a political and media matter, insurers would appear to be less 
controversial targets than highly respected non-profit teaching 
or community hospitals or physician practices.  

Providers and insurers must have effective policies and pro-
cedures in place to minimize the likelihood of a PHI security 
breach. Nonetheless, they must also be on constant alert to be  
prepared to respond if and when a PHI security breach may 
occur.  Prompt, decisive and positive action will be required of 
providers and insurers to maximize damage control, rehabili-
tate relations with clients and the public and reduce the likeli-
hood of litigation and penalties for undue delay in notification.  

continued on page 21
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Insuring Against The Cost 
of a PHI Breach

by Elizabeth G. Litten

Most hospitals and other health care providers are famil-
iar with the reality that, in 2011, they must record, transmit, 
and maintain information electronically, whether it involves 
the submission of claims to government or third party payers, 
sharing information with other health care providers, or com-
municating with patients and their families.  According to reg-
ulations proposed by the Department of Health and Human 
Services (“HHS”), Office for Civil Rights (“OCR”), “electron-
ic” health information transmissions include even those trans-
missions that are on paper, by fax, or on a voice mail message, 
if the information being exchanged existed in electronic form 
before the transmission took place.i Thus, even those providers 
that are slow to implement electronic health records (“EHRs”) 
and vendors of providers that do not view themselves as com-
ing into contact with protected health information (“PHI”) 
have legal obligations to recognize and secure it under HIPAA 
and HITECHii laws. 

For providers, unsecured PHIiii lurks everywhere.  Under 
HIPAA, PHI includes any “individually identifiable health in-
formation,” and unsecured PHI exists wherever there is doc-
umentation of patient information, whether related to past, 
present, or future conditions, services, or items, and includes 
handwritten and oral notes, as well as written information.  
Any information connected with an identifying fact about a 
patient (the patient’s name, address, telephone number, ad-
dress, social security number, or email address, to name a few), 
or any information that could be linked with an identifying 
fact about a patient (an accident reported in the newspaper, for 
instance) may be or create unsecured PHI. If this information 
is accessed, or could be accessed, by unauthorized individu-
als or entities, the HITECH breach notification requirements 
and potential civil monetary penalty provisions would apply.iv

The late-adopting, low-tech providers and unaware vendors 
may be less aware of these legal obligations and the potential 
costs associated with a PHI breach, but they are no less likely 
to face a PHI breach. In fact, a number of very sophisticated, 
nationally recognized hospitals and esteemed educational in-
stitutions have recently had to deal with lapses in their privacy 
and security policies and procedures that resulted in breaches 
of PHI.v  Undoubtedly, these entities incurred significant costs 
in terms of the breach notification requirements, alone.  

Entities must provide written notification by first-class mail 
to all affected individuals or, where the individual has agreed 
to electronic notice, by email, and must provide a description 

of what happened.  The descrip-
tion is to include the date of the 
breach and the date of the dis-
covery of the breach, if known; 
a description of the types of un-
secured PHI that were involved 
in the breach; information regarding steps the entity is taking 
to investigate the breach, to mitigate harm to the individuals, 
and to prevent further breaches; as well as contact procedures 
for the individuals to ask questions and get additional infor-
mation. These contact procedures must include a toll-free tele-
phone number, an email address, a website, or postal address.vi

In its August 24, 2009 proposal, OCR estimated the cost 
implications associated with various breach notification and 
contact requirements. It estimated the cost of setting up a toll-
free telephone line for a breach affecting the PHI of between 
10 and 500 individuals by assuming that a breach of this mag-
nitude would generate 1,772 calls, whereas a breach affecting 
500 or more individuals would generate 2,887,032 calls. It 
then calculated the set up, calling charge, and labor costs per 
call, and estimated that a breach affecting 10 to 500 individu-
als would cost $5,067, whereas the cost associated with the 
toll free line for breaches affecting more than 500 individu-
als would be $8,228,041. Clearly, even if one finds fault with 
OCR’s estimates and assumptions, the financial implications 
of a PHI breach are significant – even before considering po-
tential costs associated with such things as civil monetary pen-
alties, indemnification, and damaged reputation.

“The relatively recent proliferation of “cyber insurance” 
policies, also sometimes referred to as “Security and Privacy” 
(“S&P”) liability coverage, that were developed to cover the 
expenses incurred in connection with PHI breaches, makes 
sense in light of our increasingly data-driven, electronically-
communicating world.  S&P coverage is particularly sensible 
in the context of health information, as this information is 
uniquely and undeniably personal and is ubiquitously viewed 
as private.  

S&P insurance policies may cover a wide variety of expens-
es related to PHI breach. The coverage may include protection 
for the entity not only in terms of the PHI breach notification 
costs, but may also cover costs associated with the investiga-
tion needed to determine the cause of the breach, costs to re-
store or recollect the breached information, costs associated 
with public relations and crisis management related to the 
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incident, legal costs, compensatory damages, criminal reward 
funds, and costs associated with mitigating harm to affected 
individuals. 

One S&P insurance carriervii provided the following ex-
amples of amounts actually paid in connection with PHI and 
related privacy breaches:
	 •	 Employee	 of	 a	 medical	 provider	 stole	 and	 sold	 over	 
  40,000 patient records containing PHI.  Total amount  
  paid on claims pursuant to the S&P policy covering  
  notification costs:  $675,000
	 •	 Entity/insured	lost	tapes	containing	medical	informa- 
  tion and social security numbers. Total amount paid on  
  the S&P policy covering call center services and credit  
  monitoring of affected individuals:  $400,000+
	 •	 Employee of a credit union sold information to out-
  siders. Total amount paid on the S&P policy for liabil-
  ity claim and first party loss:  $1,800,000
	 •	 Employee	stole	information	and	sold	it	to	an	identity	 
  theft ring. Total amount paid on the S&P policy for  
  notice and liability claims:  $2,600,000

Another carrier provided several real-life examples of S&P 
loss scenarios particular to health care entities and PHI.viii   This 
carrier offers “privacy breach response coverage” that includes 
legal fees, information technology forensic costs, postage costs, 
advertising costs, public relations expenses, credit monitoring 
expenses, identity theft education and assistance expenses, and 
call center expenses.  Examples of claims paid include:
•	 Hospital	fined	by	the	state	for	failing	to	report	a	PHI	 

  breach of 532 patients’ medical records within five days  
  after the breach occurred. The state determined an un 
  authorized employee removed a computer containing  
  PHI; as soon as the hospital determined the computer  
  was unrecoverable, it reported the incident. Actual  
  amount paid by the S&P carrier:  $250,000+
•	 Hospital	sued	by	Patient	A	after	Patient	B	(a	pregnant	 

  drug addict) stole Patient A’s medical identity and de- 
  livered a baby testing positive for illegal drugs. Social  
  workers subsequently attempted to remove Patient A’s  
  four children from her, thinking she was a drug addict,  
  and Patient A incurred legal costs to keep her children.  
  Actual amount paid by the S&P carrier:  $1,200,000 
  (damages) and $80,000 (defense costs)
•	 Pharmacy	sold	a	computer	to	a	private	individual;	the	 

  computer contained prescription records including 
  names, addresses, social security numbers, and medica- 
  tion lists of pharmacy customers. Total amount paid by 
  the S&P carrier:  $410,000+

“An ounce of prevention” may, indeed, be worth “a pound 
of cure” in the PHI privacy and security context. S&P poli-
cies and procedures (which must be effective and dutifully 

implemented and should be frequently tested) are an abso-
lute necessity for a provider of any size and for anyone else 
who “touches” PHI.  Nevertheless, providers of all sizes should 
analyze the realities of increasing cyber crime and the rapidly 
expanding use of and access to various modes of electronic 
communication in measuring the relative economic costs and 
benefits of the added protection of an S&P insurance policy.

About the author
Elizabeth G. Litten practices health law as a partner in the Princeton 
office of Fox Rothschild LLP.  She is a frequent contributor to the firm’s 
HIPAA, HITECH and Health Information Technology blog, which 
can be accessed at http://hipaahealthlaw.foxrothschild.com/.  Elizabeth 
can be reached at elitten@foxrothschild.com.

Footnotes
175 Fed. Reg. 40868 (July 14, 2010) (http://edocket.access.gpo.
gov/2010/pdf/2010-16718.pdf )
ii“HIPAA” refers to the Health Insurance Portability and Accountabil-
ity Act of 1996 (Pub. L. 104-191); “HITECH” refers to the Health 
Information Technology for Economic and Clinical Health Act, Title 
XIII of Division A and Title IV of Division B of the American Recov-
ery and Reinvestment Act of 2009 (“ARRA”) (Pub. L. 111-5).    
iiiSection 13402(h) of the HITECH Act defines “unscecured” PHI as 
PHI that is not secured through the use of a technology or methodol-
ogy specified by the Secretary (of CMS) in guidance, and further pro-
vides that the guidance specify technologies and methodologies that 
render PHI “unusable, unreadable, or indecipherable to unauthor-
ized individuals.” According to CMS, only validly encrypted PHI 
(see http://www.csrc.nist.gov/) is truly secure. 74 Fed. Reg. 42740 
(August 24, 2009). See also http://www.hhs.gov/ocr/privacy/hipaa/
faq/securityrule/2021.html:  “Encryption is a method of converting 
an original message of regular text into encoded text. The text is en-
crypted by means of an algorithm (type of formula). If information is 
encrypted, there would be a low probability that anyone other than 
the receiving party who has the key to the code or access to another 
confidential process would be able to decrypt (translate) the text 
and convert it into plain, comprehensible text. For more informa-
tion about encryption, please see NIST Special Publication 800-111, 
Guide to Storage Encryption Technologies for End User Devices.”
ivSee  Section 13410(d) of the HITECH Act and  45 C.F.R. 160.400 
et seq. and 75 Fed. Reg. 40868, 40919 (July 14, 2010).
vSeveral recent examples include the Yale School of Medicine, the 
University of Rochester, the Henry Ford Health System, the Univer-
sity of Tennessee Medical Center, and the University of Connecticut.  
See http://hipaahealthlaw.foxrothschild.com/ for discussion of these 
breaches.
viProposed rule 45 C.F.R. 160.404 (75 Fed. Reg. 40868, 42768 (Au-
gust 24, 2009).
viiSource: Chartis.
viiiNAS E-MD™; NAS MEDEFENSE™ Plus.
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When did our Scheduling Group 
Become a Call Center?
(5 Important Points to Consider)

by Patrick Teta

In an attempt to compensate for sagging inpatient revenue, 
hospitals nationwide are increasing their marketing efforts for 
imaging and other outpatient services. Before sending your 
physician liaison out knocking on doors, be sure the proper 
infrastructure is in place for revenue cycle departments to deal 
with any sudden increase in volumes. If you have a centralized 
scheduling call center, that’s the best place to start. 

Points to consider: 
1. What are your service levels? 
2. Call data - when are calls arriving?
3. Staffing - is a forecasting model being used for staffing? 
4. Is individual productivity being tracked and feedback 

provided?
5. Is there a process in place for faxed/online appointment 

requests? 

Service Levels
To start, review your current performance. Even the most 

basic call center phone systems can produce many good reports. 
In fact, some systems produce so many reports you may not 
know which ones to use. Hospital revenue cycle leaders are 
able to assess their centralized scheduling departments’ per-
formance by focusing on three key interrelated measures:

•	 Average speed of answer
•	 Abandonment rate
•	 Service level (% of calls answered within a specified time). 
The first two are fairly obvious, but the third is defined 

as: of the number of calls answered, how many fell within the 
target answer time?

As a starting place for defining your levels, benchmark 
indicators for top performing call centers are:

•	 Target maximum answer time: 20 seconds
•	 Target maximum abandon rate: 5%
•	 Target service level: 85% (i.e.: 85% of all answered calls 

to be answered in under 12 seconds)
Be aware, abandonment rates that are too high (under-

staffed?) or too low (overstaffed?) are just a symptom of under-
lying issues. To get at the root causes you need to examine when 
calls are arriving and what are your staffing patterns at the arrival 
times.  

Call Data
Often there are schedule holes – breaks, lunch times, late 

afternoons, or early mornings. To find out, you will need to 
examine historical call data. Because call volumes fluctuate by 
hour of the day, and day of the week, you need to review each 
day separately. Here’s how:
	 You will need at least a months’ worth of call data.
	Take data on number of calls by day of the week bro-

ken down in half hour increments across a four-week 
period. Although the calls vary week on week you can 
take an average and calculate the mean call arrival. 

•	 Thirty minute increments are the call center industry 
benchmark; hour increments are usually too broad, 15 
minutes is too narrow. 

•	 If you experience deterioration in your service levels, 
complete this exercise for the most current month. 
Volumes for medical services will fluctuate based on 
vacations, flu season, etc.  

The goal of having the right number of staff ready to take 
calls at the right time sounds simple, right? For example, you 
may find from your call averages that Monday from 10:30 am – 
11:00 am is the busiest time of the entire week. What complicates 
your staffing needs is the fact that calls don’t arrive sequentially, 
they can come in bunches. A staffing model is needed to ensure 
service levels are met. 

 
Forecasting Staffing Needs

Your month’s worth of historical call averages gives you 
the insight into how many patients are likely to call, on what 
specific days of the week, and at what specific times. There 
are numerous free call center calculators that are available for 
download. Forecasting software normally employs a formula 
called Erlang-C to predict call-flow.  Agner Erlang, dubbed the 
father of Queuing Theory, was a Danish mathematician who 
specialized in probability. In 1908, he devised the Erlang-B 
and C formulas for predicting call arrival into switchboards.  
As mentioned, calls don’t arrive one after the other, three 
patients could call at one time. The Erlang formulas take this 
into account, and predict the staffing needed based on service 
levels.  The formulas he discovered are still relevant today. 

In addition to the historical call volumes, to use an Erlang  
calculator to determine staffing needs you need three other 
constants – average call length in seconds, target answer 
time in seconds, and your required service level.  Let’s take 
the Monday 10:30 – 11:00 average and use 300 seconds for 
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our call duration (4 minutes to handle the call, and 1 minute 
wrap-up time). Based on this info, the formula tells us you 
would need to be staffed with 9 agents. 

Again, the formula takes into account the calls won’t arrive 
sequentially, one after the other.  Next, you need to ensure 
your staff is efficiently handling calls. 

Tracking Productivity
Ensuring staff are quickly and accurately handling calls is 

equally important as having the right number of staff.  Some 
key areas to focus on:
	 •	 #	of	calls	answered
	 •	 Total	time	logged	into	phone	system
	 •	 %	of	talk	time
	 •	 %	of	time	in	a	“not	ready”	mode	(logged	in	but	not	
  taking calls)
	 •	 Number	of	outbound	calls
	 •	 Number	of	transferred	calls
	 •	 Average	call	handle	time

All of these metrics may not be necessary to track on a 
daily basis; however, if you have a low performer, you can 
match how their numbers stack up to their peers. Also, this 
information lends itself to a weekly or monthly dashboard. 

In addition to the quantity metrics, quality must be tracked 
by observing calls, tracking patient/physician complaints, and 
regular audits of a sample of the appointments schedulers have 
made.

Faxes / Online Scheduling Requests
In order to make the scheduling process easier for patients 

and physician office staff, and to smooth out the arrival of calls, 
many hospitals are now offering on-line appointment scheduling 
or faxed requests directly from physician offices. Faxing is 
ideal. It allows the scheduler to see the actual physician’s order 
and contact the patient directly to complete pre-registration 
information. Also, it makes it easier to review the test vs. medical 
necessity edits and determine if a pre-authorization is needed 
from an insurer. Check to see if your hospital has a fax server, 
this further allows you to automate the workflow. 

A dedicated team working faxed or on-line appointment 
requests gives you the added benefit of serving as a perfect 
group for “overflow” calls during times when there are out of 
the ordinary spikes. 

Conclusion
Revenue gains can be short lived if the infrastructure is 

not in place to appropriately handle the patients’ first point 
of contact with the facility – the scheduling department. Keep 
the process quick and easy for patients and physician offices. 
By consistently monitoring a few key metrics, you can ensure 
that scheduling processes run effectively and efficiently and 
any uptick in volumes can be quickly addressed.

About the author
Patrick Teta is a Senior Consultant with Revenue Cycle Solutions, 
LLC (RCS). RCS offers creative and cost-effective solutions to 
problems related to the capture, billing, and collection of health 
care revenue. For more information about this article, Patrick can 
be contacted at pteta@revenuecyclesolutions.com.

Calculate the number of agents required to reach an agreed service level: 

    0.02   
  Incoming call rate 34 calls per half hour 
        
  Average call duration 300 seconds 
        
  Required service level 85.0%   
  Probability of target answer time   
        
  Target answer time 20 seconds 
        
  Number of Agents required 9   
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Footnotes
1The Rule may be seen at http://www.hhs.gov/ocr/privacy/hipaa/administra-
tive/breachnotificationrule/index.html.
2The HHS list of covered entities involved in breaches in which the unsecured 
PHI of more than 500 individuals is acquired or disclosed may be seen at the 
following URL address: http://www.hhs.gov/ocr/privacy/hipaa/administrative/
breachnotificationrule/breachtool.html. 

3Paula Cotter, “Amendments to Health Privacy Law Grant States Enforcement 
Powers,” NAAGazette (2009), at http://www.naag.org/amendments-to-health-
privacy-law-grant-states-enforcement-powers.php. 
4Yale Office of Public Affairs and Communications, “Yale School of Medicine 
Statement on Laptop Computer Theft,” (August 18, 2010) at  
http://opa.yale.edu/news/article.aspx?id=7696.
5Connecticut Attorney General’s Office, Press Release (August 18, 2010) at 
http://www.ct.gov/ag/cwp/view.asp?Q=464786&A=3869.
6ctwatchdog.com, “HealthNet Settles With Connecticut Over Massive Secu-
rity Breach,” (July 6, 2010) at http://ctwatchdog.com/2010/07/06/health-net-
settles-with-connecticut-over-massive-security-breach.
7Indiana Attorney’s General Office, “WellPoint’s notification delay following 
data breach brings action by Attorney General’s office,” October 29, 2010 at 
http://www.in.gov/portal/news_events/58723.htm.
8Vermont Attorney General’s Office, “Attorney General Settles Security Breach 
Allegations Against Health Insurer,” January 18, 2011 at www.atg.state.vt.us/
news/attorney-general-settles-security-breach-allegations-against-health-insurer.
php.

continued from page 16
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This is a follow-up to previous articles published in the May/June 
2010 and September/October 2010 issues of the Garden State 
Focus regarding New Jersey’s medical marijuana law.

Uncertainty continues to surround New Jersey’s medical 
marijuana law, the New Jersey Compassionate Use Medical 
Marijuana Act (the “Act”).  While the New Jersey Department 
of Health and Senior Services (“DHSS”), the Department 
of Law and Public Safety, Division of Consumer Affairs and 
Board of Medical Examiners (the “BME”) have taken steps 
to implement the law, the ultimate scope of the Act and the 
precise date of its full implementation remains to be seen.  

Assembly and Senate Reject DHSS Proposed Regulations  
The DHSS released its proposed regulations to implement the 

Act on October 6, 2010 (the draft regulations can be accessed at 
http://www.state.nj.us/health/draft_mm.pdf ). However, pur- 
suant to authority under the New Jersey Constitution, the 
Act’s co-sponsors, Senator Nicholas Scutari and Assemblyman 
Reed Gusciora, presented concurrent resolutions in the New 
Jersey Legislature (ACR151 and SCR130) to deem the DHSS 
proposed regulations inconsistent with the legislative intent 
of the Act and compel the Commissioner to revise them. The 
resolutions passed the Assembly on November 221 and the 
Senate on December 13.2  

The resolutions take issue with the following aspects of the 
proposed DHSS regulations: 

	 •	 Two Categories of ATCs – While the Act provides for six 
non-profit alternative treatment centers (“ATCs”) throughout 
the state to grow and dispense medical marijuana, the proposed 
regulations separate ATCs into two categories: “dispensary” 
ATCs, and “plant cultivation” ATCs.  The regulations would 
allow two dispensary ATCs, which would not be permitted to 
grow marijuana, and four plant cultivation ATCs, which would 
not be permitted to dispense marijuana directly to patients.

	 •	 Physician Must Certify Patient “Has Not Responded to 
Conventional Medical Treatment” – The Act lists the medical 
conditions that qualify as “debilitating medical conditions” 
and which are permitted to be treated with medical marijuana.  
With respect to one category of conditions relating to seiz- 

ure disorders, intractable skel- 
etal muscular spasticity and 
glaucoma, a patient’s condition 
must be “resistant to conventional medical therapy” in order 
to qualify as a “debilitating medical condition” under the 
Act. The Act does not require this standard to be met with 
respect to other conditions, such as terminal cancer and 
multiple sclerosis. The proposed regulations, however, require 
a physician to certify that a patient “has not responded to 
conventional medical treatment” as a prerequisite to treatment 
for any condition.

	 •	 DHSS Will Not Consider Additional Qualifying Medical 
Conditions for Two Years – The Act provides that the DHSS 
may add other medical ailments to the list of “debilitating 
medical conditions.”  While the Act is silent with respect to the 
timing for the DHSS’s consideration of additional debilitating 
medical conditions, the proposed regulations state that the 
DHSS will not accept petitions to approve other medical 
conditions for at least two years after the medical marijuana 
program is implemented.

	 •	 THC Content and Types of Strains Restricted – The Act is 
silent with respect to the chemical attributes of the marijuana 
that may be cultivated and dispensed under the Act.  However, 
the proposed regulations establish a 10 percent limit on the 
medical marijuana’s level of tetrahydrocannabinol (THC), 
one of the active ingredients in marijuana.  The DHSS has 
stated that if plants are found to contain more than 10 percent 
THC, they are to be destroyed.  In addition, the proposed 
regulations provide that an ATC may cultivate no more than 
three strains of marijuana. 

The Commissioner of DHSS will now have 30 days to 
amend or withdraw its regulations, or the Legislature may, 
by passage of another concurrent resolution, exercise its 
authority under the New Jersey Constitution to invalidate the 
regulations in whole or in part.

Other Developments
Shortly after passage of the resolutions, Senator Scutari 

called upon the Christie administration to work toward 
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compromise on the contested issues. Governor Christie  
had previously discussed a compromise with Assemblyman 
Gusciora on December 3, pursuant to which Governor 
Christie proposed to permit six dispensary ATCs and remove 
the requirement in the draft regulations that conventional 
medical therapies be exhausted for all illnesses prior to medical 
marijuana treatment.3  

Senator Scutari has also taken issue with regulations pro- 
posed by the BME regarding physician participation in the 
medical marijuana program (the BME proposed regula-
tions are available at http://www.state.nj.us/lps/ca/proposal/
bmepro_111510.HTM). On December 13, the Senator 
introduced a resolution (SCR140) similar to the concurrent 
resolutions that passed with respect to the DHSS proposed 
regulations, which would declare the BME’s regulations 
inconsistent with the legislative intent of the Act.4 Senator 
Scutari believes provisions in the BME’s proposed regulations 
– that, for instance, require physicians to periodically attempt 
to stop or decrease patients’ use of medical marijuana – are 
too strict and will discourage physician participation.5   

In the meantime, the State is moving ahead with its 
implementation plans. For instance, the State began accept- 
ing physician pre-registrations for the medical marijuana pro- 
gram on October 26, 2010 at https://njmmp.nj.gov/njmmp/; 
once physicians register and are verified/approved, physicians 
will be able to submit patient names to the medical marijuana 
patient registry. In addition, the DHSS is soon expected to 
issue application forms 
for ATCs. However, 
depending on the out-
come with respect to 
the efforts to revise, or 
possibly to repeal and 
replace, the DHSS’s 
and BME’s proposed 
regulations, it is uncertain 
whether any aspects of 
the State’s current plans 
to implement the Act 
will go forward.
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1 Susan K. Livio, N.J. Assembly votes against Christie’s medical 
marijuana rules, but Senate delays action, The Star-Ledger, 
Nov. 22, 2010, available at http://www.nj.com/news/index.
ssf/2010/11/nj_assembly_calls_on_christie.html.  
2 Susan K. Livio, N.J. Senate rejects Gov. Christie’s proposed 
rules for medical marijuana program, The Star-Ledger, Dec. 
13, 2010, available at www.nj.com/news/index.ssf/2010/12/
nj_senate_rejects_gov_christie.html. 
3 Susan K. Livio, N.J. medical marijuana rules proposed by Gov. 
Christie are deemed too strict by Legislature, The Star-Ledger,
Dec. 13, 2010, available at  http://www.nj.com/news/index.
ssf/2010/12/nj_medical_marijuana_rules_pro.html.   
4 Id. 
5 Id. 
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Supply and Demand and Rising 
Energy Costs: Controllable?

by Mark Dougherty, FACHE

Mark Dougherty

America’s hospitals, and especially those in New Jersey, 
are under pressure right now to reduce the costs of health-
care delivery. For many years, hospitals just paid their utility 
bills, with the assumption that these costs are not controllable.  
With the new focus on reducing costs as a way to drive toward 
improving operating margins, a new focus on energy costs 
has emerged. In fact, many hospitals have initiated programs 
to address both the Supply costs and the Demand costs. The 
ones who have addressed both have seen the best results, as 
they work synergistically.

DEMAND SIDE MANAGEMENT
The term “Demand Side Management” refers to a facil-

ity’s focus on reducing the consumption of energy. Innovative 
financing programs such as Performance Contracting (PC), 
wherein an Energy Services Company (ESCO) provides De-
sign, Implementation, Measurement, Verification and Guaran-
teed Savings have been ongoing in hospitals for about the past 
25 years. The concept here is to retrofit aging infrastructure 
which uses energy, improving both equipment reliability and 
efficiency through new technology. Also, new controls technolo-
gies are applied to reduce consumption (think motion sensors to 
reduce lighting usage, or Variable Frequency Drives to modulate 
power requirements for HVAC Equipment). Combined Heat 
and Power (also known as “Cogeneration”) is another technol-
ogy that, if designed and installed properly, and with the proper 
operations staff training, can provide for great energy savings as 
well. The concept here is to use turbine technology to generate 
electricity onsite, and then to re-use the heat generated in that 
process for other facility needs, such as to make domestic hot 
water. In addition, other “renewable energy” technologies, such 
as Ground Source Heat Pumps and Biomass Steam Plants, have 
been implemented to great success in hospitals.

These PC contracts have often included a focus on innova-
tive financing, off-balance-sheet/off-credit structures. Moving 
forward, these financial structure options will change due to 
the move from FASB standards toward international account-
ing standards. Capital Leasing will continue to be an option 
for PC project measures. Your accounting/consulting firms can 
advise you regarding these structures.

ESCOs also assist their customers with finding and apply-
ing for all potential outside funding sources, such as Utility 

Rebate Programs (for instance, 
energy efficient chillers are pro-
vided a rebate by local utilities).  
New Jersey’s program is called the 
New Jersey Smart Start Buildings Program. This program also 
has a “Pay for Performance” program, wherein a percentage 
of the facility’s first-year energy savings are paid as a rebate. In 
addition, some utilities have programs for “reducing Carbon 
Footprint” or implementing a Solar Photovoltaic System. In 
New Jersey, PSE&G has been on the forefront of this effort.  
Not only have they provided the standard rebates for installing 
energy efficient equipment, they have launched a Solar Loan 
Program, as well as a Carbon Abatement Program.  Many hos-
pitals in their service territory have benefitted greatly from this 
Grant and Interest-Free loan program, wherein up to 78% of 
the capital costs (Labor & Material) for installation are covered 
in the form of a grant, plus, 100% of the design and project 
management costs are covered. The balance of the costs is paid 
via an interest-free loan, repaid over 3 years via the hospital’s 
utility bill. An ESCO Partner can help hospitals with cash-
flow concerns by guaranteeing the cash flow to support the 
repayment of the interest-free loan. This approach has proven 
to help hospital Boards of Directors to buy-in and approve 
moving forward with a holistic, bundled energy retrofit via a 
Performance Contract.  

This all sounds great, BUT, the problem with the PSE&G 
Carbon Abatement Program is that it has run out of money 
before many of their hospital customers could benefit. And, 
the re-funding of this program is presently in question. The 
New Jersey Board of Public Utilities and the Governor’s office 
are considering the potential of continuing this program. The 
key concern for the state is that the costs of this program 
are recovered through utility rate increases to all PSE&G 
customers.

SUPPLY SIDE MANAGEMENT
The term “Supply Side Management” refers to a facility’s 

effort to reduce the unit costs for the utilities they purchase 
(Electricity, Natural Gas, Fuel Oil).  Since Energy Deregula-
tion, hospitals have been pursuing this additional opportu-
nity for reducing costs.  Although every hospital administrator  
 continued on page 26
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continued from page 25

wants to reduce costs, a Supply Side Management program is 
truly a Risk Management program. Utility Rates have histori-
cally increased over the long-term, so there is never a guar-
antee that true dollar spending will decrease. The goal is to 
understand energy markets and purchase the right fuel at the 
right time and for the right term. Many consultants have 
gotten into the business of assisting customer to make good 
decisions about energy purchasing and to manage a third 
party supply bidding process.  

Historically, hospitals have sent out “paper bids” via the 
mail to third party energy suppliers. For a while, this worked 
well for many hospitals to reduce unit costs as compared to 
their utility’s supply charges. Some groups and companies 
have developed some more strategic approaches to securing 
third party supply contracts. We have provided these types of 
services to our customers for many years. We also have pro-
vided utility bill payment and audit/verification services. You’d 
be amazed what we find!

Basis for Discussion:
According to a 2009 Department of Energy press release, 

“U.S. hospitals spend over $5 billion annually on energy, of-
ten equaling 1 to 3 percent of a typical hospital’s operating 
budget or an estimated 15 percent of profits.” Given the size 
of this spend, and the overall complexity and volatility of en-
ergy markets, one might assume most hospitals and health-
care systems have a rigorous process in place for buying en-
ergy and extracting the best value from the market for their 
organizations.

Yet, for most hospitals and healthcare systems, buying 
energy is just one among many tasks handled by their pro-
curement or finance teams. Typically, buyers don’t have suf-
ficient time to devote to the energy procurement process and 
ongoing market monitoring, so they may simply compare a 
couple quotes from competitive suppliers or merely renew 
with the incumbent supplier, the path of least resistance.  

This path can be an expensive one. Supplier strengths and 
weaknesses often change over time in these incredibly volatile 
markets. Therefore, unless a buyer is conducting a competi-
tive bidding event every time they go to market and main-
taining a constant watch for buying opportunities, there is a 
good chance their hospital is leaving significant money on the 
table, money most wouldn’t choose to waste if they knew of 
a better alternative. I have provided assistance to my New 
Jersey hospital customers in these areas by introducing Reverse 
Energy Auctions for the past 6 years. I have gathered some 
of the following content from two strategic partners, World 
Energy and Tradition Energy, who provide market knowl-
edge, energy purchasing consultancy services and Reverse 
Auction technology platforms.

Controlling Costs through Energy Procurement
Electricity and natural gas are likely the most volatile com-

modities you will ever procure for your organization. As the 
chart below illustrates, electricity and natural gas price vola-
tility is very apparent when compared to other commodities 
such as gasoline or the S&P 500. Not surprisingly, attempting 
to purchase energy through a bid or RFP is similar to playing 
“Pin the Tail on the Donkey.” However, in addition to be-
ing blindfolded, the donkey is also running around the room!  
This is how many procurement professionals feel when tasked 
with addressing their hospital’s energy needs for electricity or 
natural gas contracts.

Volatility Chart

As more states deregulate their electricity and natural gas 
supply, the opportunities and challenges increase in control-
ling these costs. For the typical large energy user, such as a 
manufacturer or medical facility, energy accounts for a very 
large percentage of the overall budget. The purchasing profes-
sional has a huge role to play in controlling and managing the 
energy budget for his or her hospital. Often times the purchase 
of utilities is not managed by the Purchasing Department, but 
rather, by the Facilities Management Department.

Make a Plan
Due to energy’s volatility, it makes it crucial that you have 

a sound plan in place to address how and when to purchase 
this commodity. The first step in designing a comprehensive 
energy procurement plan is to understand your facility’s cost 
exposure and risk tolerance.  A starting point is to look at your 
current contract. Understand how it is structured, and how 
the price affects the organization.  For example, you will want 
to understand the price – is it a fixed price meaning that you 
pay this price regardless of market conditions, or is it an index 
price that is tied to a moving published index.

Many large energy users need the budget certainty that 
only a fixed price contract can deliver. However, these discus- 
sions should be held with the entire stakeholder team so 
that other types of contract structures are understood. If the 
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organization determines that contracting a certain portion of 
its energy usage on an index basis will deliver significant sav-
ings without jeopardizing the overall budget, then this may 
warrant further analysis of such an approach.

The second step is to actually develop the procurement 
plan based on the agreed upon approach from step one. This 
initial development is done with the understanding that any 
plan must have a feedback loop and be structured so that the 
plan can constantly change and adapt to growing needs at the 
facility. The plan should be signed off on by all the stake-
holders including purchasing, facilities, finance, real estate, 
and others. Only when a plan is agreed to should you move 
forward to the next step.

Step three is actually implementing the plan. This is where 
you will achieve extremely important feedback which should 
go back into the continual assessment of your energy procure-
ment plan itself. Implementation means that you are utilizing 
the developed strategy to actually go into the marketplace and 
procure your power needs, resulting in an actual contract with 
a supplier of electricity or natural gas. Due to the complexities 
of the energy arena, most hospitals either work through an in-
termediary, or market expert, such as Tradition Energy, one of 
the world’s largest full-service energy advisors, to procure. As 
with any other purchase, you should maximize efficiencies and 
effectiveness. Three key factors that a purchasing professional 
must rely upon in implementing an energy procurement plan 
include market intelligence, understanding the right price, 
and knowing how to interpret the underlying data.

Market Intelligence
To procure and negotiate a contract for energy, you must 

have a firm understanding of the market factors that determine 
the price and dictate how that price has and will move over 
time. As was stated earlier, electricity and natural gas are two of 
the most volatile commodities to procure. The price that an or-
ganization will pay for electricity can change dramatically from 
one day to another and from one hour to another. In times of 
high volatility, a purchasing manager may be prepared to sign a 
contract at noon, but by the time he or she sends in the signed 
contract at 3 p.m. the price may have increased. Understand-
ing market dynamics will also increase the probability that a 
price is contracted during a favorable window in the market 
– meaning that the underlying wholesale costs are low, leading 
to generation of a good contract price.

Energy commodities such as electricity and natural gas are 
first purchased by suppliers on the wholesale market, then sold 
to actual end users of the commodity.  If you understand how 
the wholesale price is determined, then you stand a much bet-
ter chance of negotiating the best rate. This is similar to going 
to a car dealership to negotiate the sales price of a new car.  
If you knew the price that the dealer paid for the car, you 

are better able to determine if you are paying a fair price to 
purchase it. Absent this knowledge, you can only spend more 
time comparing prices from multiple dealers, and in the end 
you have only determined that you are paying the best price 
among those 3-4 dealers.  

The same is true with energy. Even if a competitive bid 
or RFP is issued, you are only making your decision based 
on prices from those bidders that chose to respond. You do 
not know if any of these bidders has really offered a price in 
accordance with the underlying wholesale costs. So the ques-
tion arises, “How does someone gain access to this wholesale 
market information?” True intelligence only comes from di-
rect involvement in the wholesale markets where the institu-
tional players transact.  Power generators, suppliers, banks and 
hedge funds are a few of the players that are constantly buy-
ing and selling power on the wholesale market, and many of 
them work with Tradition Energy to access these wholesale 
markets. These transactions are the basis for determining the 
price of wholesale power. Capturing this “unique intelligence” 
first-hand from the wholesale market and utilizing it to advise 
hospital facilities and other commercial clients on “when to 
buy” is one of the many ways a key knowledge partner can add 
value to the procurement process. There are published indexes 
that display a small portion of wholesale transaction, however, 
the majority are done independently of the published indexes 
and are consummated by wholesale brokerage firms.

The “Right” Price
Once a purchasing professional understands the underly-

ing costs of power, the focus then becomes the price itself.  
The temptation is to treat power like other commodities and 
sign a contract at the lowest price. However, there are many 
factors that can make the best price become the worst price.  
You will need to have a very thorough understanding of the 
supplier you are contracting with, so that you know how re-
sponsive they will be to your customer service issues. In some 
cases, you can spend so much time resolving problems with a 
supplier that you have eaten away at the actual price savings 
you have secured with the commodity.  

The terms and conditions of the contract itself can have a 
very direct impact on the price your hospital will pay over the 
life of a contract. Many power contracts contain penalties for 
over or under usage, compared to a pre-established baseline. If 
you contract at a low price that also has a very narrow ‘band-
width’ around usage, the penalties for over usage may far out-
weigh a higher price with less restrictive terms. Payment terms 
will also lead to potential penalties, so this must be thoroughly 
discussed before entering into contract.  

It must always be kept in mind that with the cheapest price, 
there may also be a large amount of fine print.  Any contract  
 continued on page 28



January/February  2 0 1 1

28 Focus

continued from page 27

must be completely vetted, along with the background and 
experience of the supplier. Only when all factors have been 
evaluated can you be ensured that you have arrived at the 
“right” price for your organization.

Know Your Data
Just as important as the wholesale market factors is an un-

derstanding of your organization’s unique factors.  For exam-
ple, this means understanding your usage of power – not just 
how much power is used, but how that power is used. The 
amount of power expended and the time in which it is used 
are key factors that determine the price that one organization/
facility pays compared to another organization/facility. Two 
facilities can use the same amount of power, but if one facility 
uses this power more consistently and efficiently than another 
facility, they will pay less for their power.

First, this usage data must be captured. There are many 
‘off the shelf ’ programs available for this purpose, as well as 
many customized applications. However, all the data in the 
world is meaningless unless you can understand how to read 
and interpret your energy usage. To best utilize knowledge of 
your data in developing and implementing a sound energy 
procurement plan, you need to be able to determine your or-
ganization’s unique energy fingerprint. When you approach 
suppliers to negotiate a power contract, you hold the power if 
you understand your usage data. The reverse is also true. If it 
is the supplier that understands your usage patterns, and you 
do not, it increases the chance that key factors leading to the 
right price will be left on the table.

Utilize an Expert
Once it is understood that an energy procurement plan 

must be developed and then implemented, it can become a 
“full time job” to stay on top of all the factors to arrive at 
a successful conclusion. The answer is that it is a full time 
job. Your returns are based on the amount of time put in 
throughout the life of the procurement project. If a purchas-
ing professional decides to look at the market a week before 
issuing a bid, chances are the resulting price will be reflective 
of that. This is why more and more organizations are turn-
ing to professional help. The use of a professional consultant 
or firm that has deep relationships with energy suppliers to 
understand these factors in most cases more than pays for it-
self through the negotiation of better rates and more favor-
able energy contracts for your unique requirements. When 
the right expert is selected, they become an extension of your 
hospital – a type of outsourced energy management firm who 
works on your behalf and looks after the best interests of your 
organization, not just during procurement, but over the life of 
the contract. A full-service advisor works intimately with you 
over the contract term to identify additional opportunities to 

further reduce costs.  Many of these opportunities are related 
to reductions in energy rates, utility bill auditing, energy data 
analytics and efficiency improvement.  

When all the pieces of this puzzle are addressed on an on-
going basis, you will be assured that your organization is in a 
great position to capture savings, when available. You will also 
be able to control costs in rising markets, ensuring your energy 
spend and overall budget is protected, allowing you to then 
put your focus on other pressing matters.

Approaches to Consider
There are a number of options for you to consider.  Follow- 

ing are descriptions of the New Jersey Hospital Association 
(NJHA) Aggregation Program and Reverse Energy Auctions. 
Each one has specific advantages which may be best for your 
organization.

NJHA Aggregation Program
Triggered by restructuring of the New Jersey electricity 

market in 2003 that imposed extremely volatile hourly elec-
tricity rates on large scale consumers, the New Jersey Hospital 
Association (NJHA) saw an opportunity to provide an inno-
vative service to its members. NJHA aggregated the electri-
cal loads of numerous member hospitals to create a large-scale 
purchase to improve the hospitals’ rates by increasing negotiat-
ing leverage, gaining volume discounts and sharing the cost of 
expert assistance in developing a competitive market solicita-
tion. The initial electricity purchase was simply designed to 
assist hospitals in the purchase of fixed-price electricity from a 
third-party energy supplier to ensure budget stability.  

The initiative assembled approximately 100 megawatts of 
electrical load associated with 35 hospitals; this was sufficient 
to command a measure of market power and assure competi-
tive bids with favorable contract terms and conditions.  

The initial electricity contract cycle in 2003 was essentially 
a bulk purchasing effort that succeeded, largely due to fortu-
itous market timing as the market price climbed following the 
contract signing. In subsequent efforts–recognizing that en-
ergy procurement is a financial as opposed to a facilities issue–
the group purchase evolved into an ongoing risk management 
program designed to exploit the attractive characteristics of a 
large-scale load and permit the deployment of more sophisti-
cated commodity market strategies and transaction structures. 
NJHA then proceeded to extend its reach into the natural gas 
market, utilizing a similar risk management approach.

NJHA continues to offer an energy procurement support 
service that has succeeded in assisting its members to stabilize 
their energy costs at competitive rates, recently taking advan-
tage of relatively low rates available in the market to execute its 
fourth electricity contract. 

The NJHA approach to energy procurement relies upon 
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the ability of member hospitals to collectively hedge commod-
ity market positions incrementally over the course of a longer 
term contract; in effect spreading the market timing risk to 
avoid damaging price spikes. This entails the delivery to the en-
ergy supplier of a schedule of price triggers–in the form of stand-
ing market orders–intended to assure timely transactions in a 
fast moving market and provide an effective price cap to main-
tain budget certainty. In periods of declining prices, the pre-set 
price triggers enforce program discipline and create the means to 
strike the market when such favorable conditions occur.

The effect of this programmatic approach is containment 
of price risk in a rising market while allowing for rate decreases 
in a falling market. To date, the program has managed to avoid 
serious energy market price spikes, capture fleeting opportuni-
ties and carefully manage the energy budgets of its members 
within known boundaries.

Internet Reverse Energy Auctions:
Many hospitals around the country are discovering the 

power of online auctions – part B2B e-commerce, part eBay 
– as a mechanism to effectively price the market and enhance 
competition for their business. These auction events typically 
drive down energy prices and can create opportunities to 
invest economically in green power. Simply put, when sup-
pliers compete head to head for energy contracts in an online, 
transparent, real-time event, hospitals win. One such winner 
is Adventist HealthCare.

In January 2010, Adventist HealthCare, a non-profit net-
work of healthcare providers based in Rockville, Maryland, 
pursued this strategy via a partnership with World Energy 
Solutions, Inc., a leading energy management services firm, 
to reduce its future carbon footprint and save on electricity 
costs for seven facilities in Maryland and New Jersey through 
an auction. The auction attracted leading energy suppliers 
throughout the states and netted Adventist more than $1.25 
million in savings over its current contracts by enabling the 
organization to lock in attractive rates through mid-2013.

The design of the auction also enabled Adventist Health-
Care to price various energy products and terms, giving it a 
point of comparison to price different mixes of renewable en-
ergy as part of its overall purchases. This process helped Ad-
ventist HealthCare purchase 10 percent green energy while 
achieving this large savings, reducing its carbon emissions by 
4,100 metric tons per year – the equivalent of reducing de-
mand for 9,541 barrels of oil each year (Source: EPA Green-
house Gas Equivalencies Calculator). Other recent benefi-
ciaries of the online auction process for energy procurement 
include Catholic Healthcare Partners (Ohio), Dartmouth-
Hitchcock Medical Center (N.H.), MediSys Health Network 
(N.Y.), Mercy Hospital and Medical Center (Ill.), St. Luke’s 

Hospital and Health Network (Pa.), and many others. I have 
also introduced this process to 9 New Jersey Hospitals who are 
my customers, with similar success.

Why Auctions? 
When energy suppliers compete for a customer’s business, 

the customer wins. Procuring energy through online auctions 
heightens competition, delivering a number of potential ben-
efits to healthcare buyers. Here’s how:

1. Apples to apples comparison: With an online event 
or auction, the customer fixes the parameters that sup-
pliers must bid on. They can’t bid a different product or 
parameter. Often with paper-based RFPs, a supplier will 
bid their own product or terms, making apples to apples 
comparison difficult. 

2. Expanding the supplier pool: With an online event 
or auction, the difference between letting 2 or 20 suppli-
ers bid on an RFP is nominal – there is no marginal cost 
to adding another supplier. And our experience shows, 
the more suppliers, the better the competition, the lower 
the price. Each paper RFP requires labor to evaluate. 
More often than not, a consultant will send the paper 
RFP to a few suppliers to get a good price. In an online 
procurement, all qualified suppliers are invited in an ef-
fort to secure an even better price. 

3. Auction design: Auctions come in many flavors, 
including “forward” (where prices are bid up), “reverse” 
(where prices are bid down), “sealed bid” (where prices 
are not disclosed to the bidders) and “multiple to mul-
tiple” (where both price and terms are part of the bid). 
Often an “Anglo-Dutch” reverse-auction approach is 
used, which is designed to get suppliers to give their best 
price. While the “Anglo” feature of the auction provides 
suppliers visibility into competitive bids, the “Dutch” 
feature causes suppliers to put a best and final offer in 
– the poker equivalent of going all in – as the seconds 
tick down at the end of the auction. Twenty percent of 
the time, the then-leading supplier outbids itself to win 
the business, transferring the margin from the supplier 
to the customer.

4. One event, many auctions: In an online procure-
ment event, it is possible to run multiple auctions for the 
customer, testing different term lengths, pricing struc-
tures and energy mixes (for example, 95% traditional, 
5% green). This segmentation provides the buyer live 
information on where prices are settling (compare this to 
a traditional paper-based procurement), enabling them 
to choose the price and parameters that best meet their 
objectives.

continued on page 32
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FHA/HUD’s Hospital Mortgage 
Insurance Program: The 
Importance of Understanding 
Market Need and Demand 
when Determining Financial 
Feasibility
     by Brian Ackerman and Kelly Van Ochten

Brian Ackerman

Kelly Van Ochten

In early 2010, the Department of Housing and Urban 
Development (HUD)/Federal Housing Administration (FHA) 
expanded the services of the Hospital Mortgage Insurance 
Program to insure loans for hospitals to refinance their 
outstanding debt.  In the past, this program only insured loans that 
were expressly for hospitals’ new construction and remodeling 
projects.  As the commercial banking industry continues to be 
strained, including downgrades to commercial bond insurance 
providers, this latest option for insured refinancing is a hopeful, 
new opportunity for hospitals that have had recent difficulty 
financing loans.  

Background
Section 242 of the National Housing Act enabled HUD/

FHA to insure loans for hospitals to finance projects for 
construction and renovation. Through the FHA’s Hospital 
Mortgage Insurance Program, hospitals can achieve the 
equivalent of a AA or better bond rating, which can provide 
access to lower interest rates, or in some cases, make bond 
financing possible for some hospitals that would have not 
had access to the bond market. The expansion of the FHA’s 
Hospital Mortgage Insurance program will help hospitals 
that are struggling with limited credit options and debt to 
refinance with a higher credit rating, and ultimately lower 
interest rates.  

The application process for the Hospital Mortgage Insur-
ance Program requires time, resources and expertise. Health 
Planning Source has a summary of the entire application 
process at its website, www.healthplanningsource.com; the 
focus of this article, The Market Need and Financial Feasibility 
Study, is one component of the application that requires a

high degree of analysis, par-
ticularly given the current 
economic climate.

Market Need and Financial 
Feasibility Study

Based on the projected need 
and financial viability of the 
hospital, the FHA can approve or deny a request for mortgage 
insurance. This makes the Market Need and Financial 
Feasibility Study one of the most important elements of 
your application. An independent consultant must conduct 
this study and it will require an in-depth analysis of your 
hospital’s community, competitors, and financial position. 
Given the weight of this analysis on the final decision for 
your application, the FHA also does its own independent 
analysis of market need and financial feasibility to compare 
their results with the conclusions of your financial feasibility 
consultant.

The Market Need and Financial Feasibility Study is a focal 
point of your application, and the FHA will want an accurate 
assessment of the future health care needs of your community.  
Basic requirements for the study can be found in the FHA’s 
Applicant’s Guide*, but a deeper analysis of need and financial 
viability will increase your chances for approval and provide 
you with better insight into your organization’s actual ability 
to service future debt. Due to current pressures and forth- 
coming changes in the health care industry (finances, care-
delivery, reform, etc.), it is important to project future volume 
and utilization based on market dynamics, not simply historical  
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trends. A study that develops market scenarios and model 
the impact of those scenarios on volume, utilization, and need 
will give a more detailed and accurate description of the future 
market need for the hospital and the proposed project.  

Projections for hospital utilization should be developed 
using variables such as population growth, use rates, market 
share, payor mix, and average length of stay. In addition, 
all of these factors should be adjusted for how they will be 
affected by health reform and changes in the community’s 
disease prevalence and levels of chronicity. Not only do 
these projections need to be made for the hospital, but also 
for its competitors. Additional analysis is needed in areas 
with more unique concerns, such as areas with significant 
military presence or rapidly changing demographics. The 
expected market share of the hospital and its competitors is 
especially important. If the study predicts that the hospital’s 
market share must increase substantially to ensure feasibility, a 
detailed understanding of the resources required (physicians, 
program development, equipment, etc.) to accommodate that 
volume must be provided, along with a more complex analysis 
of where that volume is currently going and the likelihood of 
shifting share.

The Market Need and Financial Feasibility Study should also 
include a thorough description of the hospital’s medical staff. 
Details such as specialty, age, and admissions are required, 
but it should also include a ranking of the physicians based 
on their admissions and contributions to the hospital. For 
a precise analysis, one should analyze not only the volume 
and productivity of each physician, but how each specialty 
group and individual physician impacts the bottom line of 
the hospital through the contribution margin of their activity.  
This study of the medical staff should also discuss any potential 
physician shortages and the effectiveness of the hospital’s plans 
for recruitment.    

The study must also exhibit the community’s need for 
the hospital and the proposed project. This analysis could be 
compared to the research done when completing a Certificate 
of Need (CON) application for authorization to develop 
health care facilities in the majority of states with CON laws. 
It includes service area definitions, use rates, staffed and 
licensed beds, volume, emergency services, and an analysis 
of the migration of patients in and out of the service area. 
Note that if a hospital is required to have a CON for the 
proposed project, it must be included in the application, but 
the Demonstration of Market Need is a separate analysis. 
It is very important that any key assumptions and results 
made in a CON are reflected in your feasibility study, link- 
ing any projections that were sent to the State, with the 
analysis being sent to FHA. This section should conclude 
with a summary of all of the demographic and utilization 

The Importance of Appropriately Assessing 
Need: A Case Study

Projected financial results are only as good as the utili-
zation estimates supporting those projections. As a result, 
inappropriately estimating volume can have devastating im-
plications on a facility’s ability to service its debt.  For example, 
the following operating margins represent actual results for an 
organization that obtained FHA funding approximately five 
years ago.  Actual operating margin statistics are compared to 
the projected figures that were included in the feasibility study.

Operating Margins

 The downturn of the economy in 2008 and 2009 should 
be considered when analyzing these data, but as shown, the 
feasibility study considerably overstated financial performance, 
largely as a result of net patient revenue projections that were 
overstated due to significantly misjudging patient volume.  
In 2009, for example, actual inpatient discharges were only 
68.5% of what was projected in the feasibility study, causing 
net patient revenue to fall short of projections by nearly 20%.

Actual Results as a Percentage of Projected

Volume projections included in the original feasibility 
study were based on historical volume growth. However, 
primarily because medical staff implications and competitor 
dynamics were not appropriately accounted for when pro-
jecting historical trends forward, the sustainability, or lack 
thereof, of historical growth was not fully understood. As a 
result, although the hospital was approved for funding, it is 
now facing substantial hurdles to meet its bond covenants and 
service the new debt.  

This example highlights the need for an accurate and 
comprehensive analysis of a hospital’s volume and financials 
in the Market Need and Financial Feasibility Study. Some 
hospitals may later use these projections in their budgeting 
process. It is essential that forecasts are conservative and 
reasonable such that the FHA and hospital boards do not make 
decisions based on inflated and overpromised projections.  
Hospitals that fail to achieve proposed projections have a 
tougher time getting approval for subsequent requests for any 
additional funding from FHA.

  2007 2008 2009

 Forecast 4.5% 5.2% 5.7%

 Actual (-2.1%) 1.2% (-5.2%)

  2007 2008 2009

 Net Patient Revenue 98.7% 94.1% 83.7%

 Inpatient Discharges 91.1% 89.0% 68.5%

continued on page 32
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data and ultimately indicate that there is a community need 
for the hospital and the proposed project.

It is crucial that a Market Need and Financial Feasibility 
Study accurately represents the organization’s ability to service 
the loan, and is not simply developed to obtain loan approval. 
When choosing your financial feasibility consultant, it is 
important to consider firms that work within the health care 
field and understand the dynamics of both market need and 
hospital finances.   

About the authors  
Brian is a Managing Consultant with Health Planning Source. 
Brian has over a decade of experience in the health care industry 
assisting clients with their strategic, regulatory, and financial 
planning needs. Brian can be reached at BrianAckerman@
HealthPlanningSource.com.

Kelly is a Research Consultant with Health Planning Source 
where she serves a range of clients’ needs via quantitative and 
qualitative analysis of the health care industry. Kelly can be 
reached at KellyVanOchten@HealthPlanningSource.com
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the Hospital Mortgage Insurance Program in general, please contact 
Brian Ackerman at BrianAckerman@HealthPlanningSource.
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Footnote
*http://portal.hud.gov/portal/page/portal/FHA_Home/
lenders/lenders_health_care_facilities/health_care_resources/
applicants_guide_summer_2008/Applicant%27s%20Guide_
Summer2009.pdf

5. Auction sequence: Because auctions can be run in 
immediate succession, testing the various parameters 
above, suppliers can quickly react to a loss, sharpening  
their pencils to win the next round. The dynamic nature 
of an online procurement process helps suppliers get the 
real time feedback they need to more aggressively pursue 
the customer’s business, something missing from paper-
based procurements. Again, this fuels competition and 
works to drive prices in the customer’s favor.

6. Closing in real time: Because the underlying com-
modity in energy is volatile, the amount of time it takes 
between accepting a supplier’s winning bid and signing 
the contract ultimately affects the rate. If the anticipated 
closing period is long, the supplier will typically add a 
risk premium to protect their position. By running an 
online, real-time event, where transactions can be con-
tracted in as little as an hour, risk premiums can be low-
ered, which further benefits the buyer’s final rate.

7. Audit Trail: Automation clearly has its benefits. 
Along with driving competition, an online procurement 
process can capture, catalogue, and time stamp all bid-
ding activity, providing customers a thorough audit trail 
of their energy procurement. 

Conclusion:
The ten-figure annual energy outlay of U.S. hospitals and 

healthcare systems underscores the urgent need for more ad-
vanced energy efficiency improvement programs, procurement 

strategies, processes and technologies. Performance Contract-
ing, Utility Rebates/Grants/Loans, Energy Supply Consulting 
and Online Reverse Energy Auctions are actively filling that 
need, providing benefits that go straight to the bottom line 
while reducing the time, administrative headaches, and pres-
sure of buying and managing energy responsibly. 

About the author  
Mark Dougherty is a member of the New Jersey HFMA Chapter 
and serves on the Chapter’s Communications Committee.  He is 
also a Fellow in the American College of Healthcare Executives.  
Mark has over ten years experience in helping hospitals in New 
Jersey to leverage energy savings and conserve capital dollars.  
Mark can be reached at mdougherty@energysystemsgroup.com.

Energy Systems Group (ESG) is a leading energy services com-
pany that specializes in delivering sustainable energy solutions 
which allow building owners to maximize their energy efficiency 
and operational performance, while reducing their carbon foot-
print. Through its core business of performance contracting, ESG 
provides customers with innovative energy efficiency, technology, 
and long-term financing solutions for modernization of their fa-
cilities and energy infrastructure. To learn more about ESG, visit 
www.energysystemsgroup.com.”

Sources: New Jersey Hospital Association, World Energy Solutions 
and Tradition Energy.
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•Who’s Who in NJ Chapter Committees•

2010-2011 Chapter Committees and Scheduled Meeting Dates
*NOTE: Committees have use of the NJ HFMA Conference Call line.

The call in number is (888) 269-3831 for all but the PFS, Institute and Sponsorship Committees.
The call in number for PFS, Insitute and Sponsorship Committees is (888) 290-0578.

If the committee uses the conference call line, their respective attendee codes are listed with the meeting date information below.

PLEASE NOTE THAT THIS IS A PRELIMINARY LIST - CONFIRM MEETINGS WTH COMMITTEE CHAIRS BEFORE ATTENDING.

 CHAIRMAN/EMAIL/ CO-CHAIR/EMAIL/ SCHEDULED MEETING MEETING BOARD
COMMITTEE PHONE PHONE DATES*/TIMES LOCATION LIAISON
CARE (Compliance, Audit, Darlene Mitchell Michael McKeever First Thursday of the Month Meeting in person at Deloitte & Touche, Heather Weber
Risk, & Ethics) mitchell.darlene@hunterdonhealthcare.org mckeeverm@deborah.org  9:00 AM Princeton, NJ for Oct., Jan., April and July heather.weber@parentebeard.com
 908-237-7059 609-893-1200 ext  5201 Attendee Code:  5952498 Balance are calls. Please call to confirm 732-388-5210 ext 12769

 Elizabeth Litten Al Rottkamp First Thursday of each month Fox Rothschild offices Tony Consoli
Communications ELitten@foxrothschild.com ajcr123@aol.com 9:15 AM 997 Lenox Dr Bldg 3 anthony.f.consoli@marsh.com
 609-896-3600 609-584-6508  Attendee Code:  7844155 Lawrenceville, NJ 973-401-5223

Education & Lisa Hartman                                          Matt Glass First Friday of each month Conference Calls with Tracy Davison-DiCanto 
Certification lhartman@princetonhcs.org Matthew.Glass@mssb.com 8:30 AM  in-person quarterly meetings. tdavison-dicanto@princetonhcs.org
 609-430-7789  973-912-7714  Attendee Code:  7363742 Call for info. 609-620-8471

FACT (Finance, John Doll Adam Bavifard First Wednesday of each Month To alternate between in Tom Shanahan
Accounting, Capital JohnnyDoll@verizon.net arbavifard@mtb.com 8:30 AM person and conf. calls; Tshanahan@rbmc.org
& Taxes) 732-915-5430 201-368-4522  Attendee Code:  8730600 locations TBD 732-324-5401

 Deborah Shapiro Howard Krain First Tuesday of each Month* WFS offices Mary Taylor
Institute 2010 dshapiro@wfs-services.com hkrain@microsoft.com (See note above)     8:00 AM Secaucus, NJ MTaylor@SOCH.com
 201-617-7100 908-377-5020 Attendee Code:  8788393  609-978-3373

 Elizabeth Jennings Joe Privatera 6/17, 7/20, 9/16,  New Jersey Hospital Dan Willis
Managed Care Ejennings@magnacare.com privitera@mail.holyname.org 10/13, 12/16 – 9-11:00 AM Association dkwillis6@gmail.com
 516-282-8233 201-833-7010 No conference calling Board Room 908-301-5458
 
Membership Services/ John Manzi  Erica Waller  Call for meeting arrangements Locations alternate Caitlin Zulla
Networking jmanzi@panaceahealthsolutions.com  Ewaller@princetonhcs.org Attendee Code:  5495569 by month – czulla@medassets.com
 732-575-2520  609-620-8335  please contact the chairs 201-786-6020

 William Hunt Diana Sessions Second Thursday of each Month CBIZ KA Consulting offices Laurie Grey
Patient Access Services whunt@humed.com dsession@rwjuhh.edu 9:30 AM in East Windsor, NJ lgrey@princetonhcs.org
 201-996-2897 609-584-6465  Attendee Code:  8942192  609-620-8383

 Marilyn Koczan Josette Melillo Second Friday of each Month* New Jersey Hospital Mary Cronin
Patient Financial Services mkoczan@meridianhealth.com jmelill@valleyhealth.com (See note above)     10:00 AM Association Mcronin@beslerconsulting.com
 732-897-7126 201- 291-6017 Attendee Code:  6748634 Board Room 732-839-1217

Regulatory & Mike Sabo Scott Besler Third Tuesday of each Month Locations alternate Joanne Vaul
Reimbursement MJSabo@meridianhealth.com Sbesler@beslerconsulting.com 9:00 AM by month -  Jvaul@CBIZ.com
 732-751-3389 732-839-1219 Attendee Code:  9169098 please contact the chairs 609-967-4562

 Michael Ruiz de Somocurcio  Second Thursday of each Month Conference Calls
Sponsorship MichaelRuizdeSomocurcio@amerihealth.com  (See note above)     8:30 AM
 732-726-6709  Attendee Code: 8451888
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•Certification Corner•

Successful completion of HFMA’s certification program 
leads to the professional designation of Certified Healthcare 
Financial Professional (CHFP) and ultimately to Fellow of the 
Healthcare Financial Management Association (FHFMA).  
Achieving these designations helps to prepare healthcare fi-
nance professionals for increasingly responsible positions in 
the healthcare industry and demonstrates your dedication to 
your professional development.  

The HFMA’s Board of Examiners will allow the recently 
expired certification exam (2009 – 2010) to remain available 
for reexaminations only during a grace period extending 
from January 1 until April 1, 2011. Your FIRST attempt at 
the 2009 – 2010 exam(s) MUST have been done PRIOR to 
January 1, 2011. 

The NJ Chapter of HFMA is committed to helping its 
membership have an opportunity to retake a proctored exam 
under the old system. The NJ Chapter of HFMA will be con- 
currently hosting proctored certification examination testing at 
TWO different ARMDS sites on Saturday, March 26, 2011 at 
9:00 AM.

If you intend to retake an exam(s), you must register with 
National at least two weeks in advance of the exam.  It is very 
important that you request the 2009 – 2010 Certification 
Examination Retake Application to apply.  Please contact Laura 
Hess at NJHFMA@aol.com for an application.  

The NJ Chapter is encouraging members to become a 
Certified Healthcare Financial Professionals, and ultimately 
Fellows in HFMA, by reducing the financial burden associated 
with these designations. Therefore, the NJHFMA Board of 
Directors will reimburse NJ Chapter members for applicable 
certification fees. Reimbursable fees include the testing fees for 
the Core Exam and one Specialty Exam, CHFP application 
fee and local technical fees. NJHFMA sponsored certification 
exam study courses are also eligible for reimbursement. Reim-
bursement will be made to the member, or to the member’s 
employer, based upon the source of original payment.

NEW requirements for obtaining HFMA Certification in 
2011

Effective January 2011, earning the Certified Healthcare 
Financial Professional designation was made easier.  Here are a 
few of the key changes.

A single, comprehensive four-hour certification examination 
replaced the two exams (core and specialty).

New members can become certified right away; the two-year 
HFMA membership requirement has been eliminated.

New online study materials replaced the printed hard copy 
study guides.

Members will become certified immediately upon passing the 
online exam; the paper CHFP application has been eliminated.

For more details regarding the new model, please access:   
http://www.hfma.org/certification/.

Test Your Knowledge:
The three most common types of private insurance plans 

are?
A. HMO’s, Managed Care plans, POS/PPO
B. Charity Care, Medicaid and Champus
C. HMO’s, Managed Care plans, SCHIP
D. Indemnity plans, AARP, POS

For the answer and more information about the HFMA 
certification program go to http://www.hfmanj.org/Certifi-
cation3.page or contact one of the members below:

Lindsey Colombo, FHFMA, MPA, Committee Chair
Work: (732) 324-6031
Email: lcolombo@rbmc.org 

Maria Facciponti, FHFMA – Committee Co-Chair
Work: (973) 614-9100  
Email: mfacciponti@armds.com

Michael Alwell, FHFMA
Work: (973) 877-2853 
Email: malwell@smmcnj.org 

Lisa R. Hartman, M.P.H - Education Committee Chair
Work: (609) 430-7789 
Email: lhartman@princetonhcs.org

New Jersey Chapter’s Commitment
to our Members
Step Up – Opportunity to Retake 2009 – 2010 
Certification Exam





January/February  2 0 1 1

36 Focus

Ask the Ethics Guy®!
Principle No. 3: Respect Others 
(Part 1)
Keeping secrets and telling the truth are two  
basics when it comes to being a good friend 
and associate, but they’re not always easy to do

Bruce Weinstein

by Bruce Weinstein, Ph.D.

We continue with our exploration of the five fundamental 
ethical or “life” principles that provide the foundation for doing 
the right thing. When followed consistently, these principles 
bring out the best in us and in others. As I’m taking great 
pains to emphasize, however, the reason to take ethics seriously 
is simply because it’s the right thing to do. Professional and 
personal gains are a nice consequence of ethical behavior, but 
they aren’t the justification. 

To recap, the five life principles are: 
•	Do	No	Harm	
•	Make	Things	Better	
•	Respect	Others	
•	Be	Fair	
•	Be	Compassionate	

In this column and the next one, we’ll look at principle No. 
3: Respect Others. There are three important ways to we fulfill 
our ethical obligation to treat others with respect: 
•	Protecting	Confidentiality	
•	Telling	the	Truth	
•	Keeping	Our	Promises

There’s a lot to be said about each, so this week we’ll focus 
on the first two.

Protecting Confidentiality
What keeps a relationship alive? Why do your customers 

remain your customers? How do you explain the fact that your 
dearest friends have stayed by your side over the years? There 
are many possible answers to these questions, but they are all 
rooted in a simple moral concept: trust. When others trust 
you, they are more likely to continue being your customer, 
employer, or friend. Without trust, there isn’t much possibility 
of having a meaningful relationship—or any relationship at all. 

For example, if your clients couldn’t trust you to protect 
the information contained on their credit cards, they surely 

wouldn’t remain your customers for long. If a friend discovers 
that you have blabbed a secret he shared with you about a 
sensitive personal matter, he will question what kind of friend 
you are. If you muster the courage to disclose to your therapist, 
minister, or rabbi a deeply held anxiety you have, and you find 
out that your confidante jokingly shared this information at 
a cocktail party, your faith in this person would be shattered. 

The information that’s most important to us (including but 
not limited to, financial, psychological, or medical informa-
tion) is an extension of who we are and what we value. When 
we share that information with someone, we rightly expect 
him or her to disclose it only to others who have a genuine 
need to know. Your family physician appropriately tells a 
specialist about the result of your latest examination, but she 
shouldn’t go home and discuss it with her spouse. 

Of course, the duty to protect confidentiality is not abso-
lute. If you tell your therapist that you plan to kill your ex-
girlfriend, and you’re serious about it, your therapist has a duty 
to disclose this information to relevant third parties, such as 
law enforcement. In this case, the duty to protect another’s life 
outweighs the duty to protect confidentiality. These situations 
are rare, however, and we violate the rule of confidentiality at 
our peril.  

Telling the Truth
Another way that we show respect for others is by telling 

them the truth. There are several caveats here: We have a duty 
to tell the truth only to those who have a right to it; and the 
duty to tell the truth, like the duty to keep confidences, is 
extremely important—but it is not absolute. 

With regard to the first proviso, imagine your boss asking 
you, “So how is your sex life?” You not only have a right not to 
provide a truthful response, but you would be entirely justified 
in telling him that it’s none of his business, in whatever 
colorful or poetic way you wish. On the other hand, if your 
boss asks you why you botched a certain client’s account, then  
you ought to tell him what happened, even if doing so reveals 
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something about yourself about which you’re not particularly 
proud (e.g., you didn’t follow up with the client in the way you 
should have, or at all). 

Regarding caveat No. 2, imagine that a friend asks you if 
you like the new dress she has just bought, and you think it 
looks horrible. Telling her the truth would not only would hurt 
her feelings, it would give her information that she probably 
doesn’t want in the first place. (After all, since she has already 
bought the dress, does she want to know exactly what you 
think, or does she want what Oprah might call “validation”? 
The smart money is on the latter.) 

The challenge to living an ethical life is finding ways to 
honor both the duties to do no harm and to be truthful. 
Regarding your friend, you could, for example, find something 
about the dress that you do like, and mention only that (“I 
really like you in bright colors,” or “I love that fabric”). 

On a more serious note, the courageous people in World 
War II who lied to the Nazis to protect Jews in hiding were 

doing the right thing, because they rightly valued protecting 
human life over the duty to be truthful. As we saw with 
exceptions to the duty to protect confidentiality, however, 
this situation is both extreme and rare, and thus in most 
circumstances, our instinct should be to tell the truth, at least 
to those who have a rightful claim to it, and to the extent that 
we can do so without violating the other ethical principles at 
stake. 

Next issue we’ll turn our attention to the third element of 
respecting others: keeping our promises. 

About the author
Dr. Bruce Weinstein is the public speaker and corporate consultant 
known as The Ethics Guy. His new book, Is It Still Cheating If I 
Don’t Get Caught?, (Macmillan/Roaring Brook Press) shows teens 
how to solve the ethical dilemmas they face. Follow Weinstein 
on Twitter at TheEthicsGuy. For more information, visit 
TheEthicsGuy.com. 

New Members
Gissely Castillo
Lourdes Health System
Accounting Assistant
gisselycastillo@hotmail.com 
 
Michael Galanti
BESLER Consulting
Marketing Manager
(732) 392-8308
mgalanti@beslerconsulting.com 
 
Brian Shacknow
AmeriHealth
Network Contract Manager
(201) 321-2874
brian.shacknow@amerihealth.com 
 
Robert M. Lapid
Green Acres Manor
Chief Finance Officer
(732) 286-2323
rlapid@greenacresmanor.com 
 
Anthony J. Pascazio, CLU, AIF
Solenture Inc
Managing Director
(908) 595-6801
anthony.pascazio@solenture.com 

 

John V. Szeluga, CPA
University Physicians Group, PC
Director of Finance
(718) 226-1050
john_szeluga@siuh.edu 
 
Alicia Anderon
Columbia Doctors - Department of 
Radiology
Director of Faculty Practice
(646) 584-5388
amc2184@columbia.edu 
 
Anthonie Zimmermann
Health Ware Concepts
Senior Consultant
(732) 906-8863
azimmermann@hwcsoft.com 
 
Michael Gilchrist
WithumSmith + Brown PC
Manager
(973) 898-9494
mgilchrist@withum.com 
 
Kathleen E. Caperna
Premier Urology Associates, LLC
Billing Manager
(609) 896-2950
kcaperna@puallc.com  
 

Michael S. Cochran
Hill-Rom
ITSE
(973) 809-4061
michael.cochran@hill-rom.com 
 
Marc E. Klar
Advanced Data Systems Corporation
Vice President
(800) 899-4237
marc.klar@adsc.com  
 
Bridget Dowd
Meridian Health
Reimbursement Analyst
(732) 751-3386
bdowd@meridianhealth.com 
 
Cynthia A. Riddell
Underwood Memorial Hospital
Manager of Payer Relations
(856) 845-0100
cindya11867@comcast.net 
 
Nandan Johri
(908) 938-8461
nandanjohri@gmail.com 
 
Thomas Connor
Withum Smith + Brown 
(973) 898-9494
tconnor@withum.com  

Timothy Hanlon
Shore Memorial Hospital
Planning Analyst
(609) 653-3659
thanlon@shorememorial.org 
 
Ashley DeBello
Health Ware Concepts
Consultant
(732) 906-8863
adebello@hwcsoft.com 
 
Frank Zisa
frankzisa@aol.com  
 
Scott Ross
rosssd@ptd.net  
 
Bonnie L. Baker
Lincoln Financial Distributors
Consultant Relationship Manager
(484) 583-3738
bonnie.baker@lfd.com  
 
Kathleen F. Powers, CPA
ParenteBeard LLC
(732) 338-5210
kathy.powers@parentebeard.com
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Q.
A.

A.
Q.

Physician Loans: Getting the Right (Financial) Balance

What guidance can you offer hospital CFOs with respect 
to operational and accounting issues related to loans to our 
employee physicians? 

Hospitals often provide loans to their employee physicians as 
part of a recruitment and retention process. Additionally, these 
loans are used to further the exempt purpose of the hospital by 
establishing community based medical services in the hospital’s 
primary service area. These loans are typically structured with 
below market interest rates and/or provisions for forgiveness 
if certain performance targets are met. There are a number 
of operational and accounting issues that hospital CFOs and 
finance executives should be aware of when working with their 
physicians.

When dealing with loans with the characteristics described 
above (hereinafter “Physician Loans”) a CFO should first 
consider its classification on the hospital’s balance sheet. If 
the provisions of the loan require the physician to provide 
a specified level of service in exchange for the forgiveness 
of payments, then clearly, the loan should be classified as a 
prepaid cost with the cost amortized as the physician fulfills 
their obligation.

But what if the provisions of the loan are simply to further the 
exempt purpose of the hospital, that is to assist physicians to 
set up healthcare offices in the local community?  

In this case it is important to review the relevant provisions 
of the agreement. Typically a physician loan expected to be 
repaid, will have a provision for interest income earned by 
the hospital for the time value of money advanced. This is 
a good indicator of classification on the hospital’s balance 
sheet as a note receivable. In some instances, the physician can 
earn forgiveness of the loan if certain contractually defined 
covenants are met.  This too, is a good indicator of classification 
on the hospital’s balance sheet as a note receivable. 

Once you have reviewed the contracts and have determined 
that a physician loan qualifies as a receivable, it must be 
evaluated for collectability. Accounting Standards Codification 
310-10-35 (“ASC 310”) provides guidance for accountants in 
evaluating notes for impairment. A note receivable is consid- 

ered impaired if it is probable that 
the lender will be unable to collect 
at least some of the scheduled 
principal and interest payments 
due under the contractual terms 
of the loan agreement. When 
a note receivable is considered 
impaired, you should use one 
of the following methods to 
determine the amount of the 
loan loss.
	 •	 Discounted	Expected
  Future Cash Flows.
	 •	 The	Fair	Value	of	the
  Collateral. 
	 •	 The	Market	Value	of	the	Note	Receivable.	
	 •	 Aggregate	Collection	Experience.	

The discounted expected future cash flows method is the 
easiest to apply in practice in determining impairment of loans 
to physicians as the payment streams are usually measurable 
at the time you determine collectability is in question. The 
remaining methods are not easily measurable since the parties 
involved can arbitrarily determine fair value, market value and 
aggregate collection experience.

If the discounted expected future cash flow of the note 
receivable is less than the contractual value of the note 
receivable, the hospital should record a valuation allowance 
and a corresponding charge to bad debt expense. The valuation 
allowance should be adjusted periodically based on the hospital’s 
reporting schedule, but no less frequently than annually.  

Then there is the issue of recognition of interest income on 
an impaired loan. While there is no specific guidance in ASC 
310 on the recognition of interest, it does require disclosure 
of the hospital’s policy for recognizing interest income on 
impaired notes including how cash receipts are recorded.  
Physician loans with valuation allowance for uncollectability 
fall under the guidance of this accounting provision.

So a loan that qualifies as a receivable is recorded as an asset.  Is 
there anything else that a CFO needs to consider? 

Joseph Perez

•Focus on Finance•
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A.Now that we have considered the basic accounting and 
financial reporting aspects of a physician loan, the CFO 
should consider the tax and cost reporting for these types 
of transactions. First, the physician should be made aware 
that any payment concessions made by the hospital in such 
arrangements will result in taxable income to the physician.  
Any principal and interest forgiven by the hospital must be 
reported on form 1099.  The hospital should also consider how 
the interest income should be reported on the Medicare cost 
report. In a provider reimbursement review board decision, 
physicians may be considered related parties, in which case, 
interest income recorded by the hospital should be offset 
with interest expense. As a general rule, interest expense on 
a loan from a related party is non-allowable under Medicare 
regulations.

Of paramount importance to consider then is how the 
physician loan as a recruitment vehicle complies with the 
provisions of the federal physician self referral law (hereinafter 
“Stark Laws”). Payments received from Medicare for patients 
referred under an agreement that is in violation of Stark 
Laws could be denied. Monetary penalties could also be 
imposed in the event of non-compliance.  Many New Jersey 
healthcare institutions are heavily reliant on reimbursements 
from Medicare and likely could not afford to lose funding 
as a result of non-compliance. In order for an institution to 

be in compliance, management should ensure that physician 
loans qualify for the recruitment exception under the Stark 
Laws. There are four criteria the arrangement needs to meet to 
qualify for exception.  
	 •	 The	 recruitment	 agreement	 must	 be	 in	 writing	 and	 
  signed by all parties.
	 •	 The	recruitment	agreement	must	not	be	conditioned	on 
  receiving referrals.
	 •	 Remuneration	cannot	be	directly	or	indirectly	related	to	 
  the volume of actual or anticipated referrals.
	 •	 The	physician	cannot	be	limited	to	where	they	can	refer	 
  Medicare patients.

The legal matters associated with the Stark Laws are fairly 
complex. We recommend that any healthcare organization 
with loans to physicians consult legal counsel for an opinion 
on compliance with the provisions of the Stark Laws prior to 
finalizing the agreements.

About the author
Joseph J. Perez, CPA, is a Partner in the New Brunswick office of 
WithumSmith+Brown, Certified Public Accountants and Con-
sultants, and specializes in auditing work for hospitals. He can be 
reached at jperez@withum.com. 

mark your calendar . . .

PLEASE NOTE:  NJ HFMA offers a discount for those members who wish to attend Chapter events and who are currently seeking employment.  
For more information or to take advantage of this discount contact Laura Hess at NJHFMA@aol.com or 888-652-4362.  The policy may be viewed 
at: http://hfmanj.orbius.com/public.assets/A02-Unemployed-Discount/file_168.pdf 

February 28, 2011 Medicare Cost Report Training 
NJHA all day    
 
March 8, 2011 March Quarterly Meeting
The Woodbridge Hilton all day    
 
March 23, 2011 Stepping Up to the New Era:  
NJHA Capital, Strategic & Physician
 Implications of Reform  

May 12, 2011 Annual Golf Outing
Fiddler’s Elbow all day
Country Club

June 14, 2011 June Quarterly Meeting
The Woodbridge Hilton all day

October 14-16, 2011 Annual Institute    
The Borgata, Atlantic City
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Dear Fellow HFMA Members: 
 

Each year the NJ Chapter awards an education scholarship to a member, 
member’s spouse or member’s dependent based on defined criteria. I am pleased to invite 
you to apply for this years’ 2011 HFMA Scholarship. The New Jersey Chapter of HFMA 
will award at least one scholarship of up to $3,000.  You, your spouse or dependent may 
be eligible for the scholarship if you meet the following criteria: 
 

• Member, in good standing, of the New Jersey Chapter for the last two years. 
 

• Spouse or dependent of a member, in good standing, of the New Jersey 
Chapter, for the last two years. 

 
• Enrolled in an accredited college, university, nursing school or other allied 

health professional school. 
 

Preference will be given to applicants pursuing degrees in finance, accounting, 
healthcare administration or a healthcare related field of study.  Tuition not paid by an 
employer or other scholarship will qualify for the HFMA scholarship. 
 

We make our selection based on merit, academic achievement, civic and 
professional activities, course of study and content of your application and essay.  We do 
not use income in our selection process.  To apply, please submit a completed 
Scholarship Application no later than April 1, 2011.  Members of the Board of Directors, 
Officers and Advisory Council and their spouses or dependents are not eligible for 
scholarships. 
 

We will announce the recipients of the 2011 NJ HFMA Scholarship at our 
quarterly meeting on June 14, 2011.  If you have any questions or wish to receive 
additional applications, please contact me at (609) 514-1400 or 
BSherin@beslerconsulting.com. 

 
We look forward to receiving your application and wish you success in your 

academic endeavors.     
 

 
Respectfully submitted, 

 
 

Brian P. Sherin, MBA, FHFMA 
Chairperson, 2011 Scholarship Committee 
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NEW JERSEY HEALTHCARE FINANCIAL MANAGEMENT 

ASSOCIATION MEMBER’S ANNUAL SCHOLARSHIP 
APPLICATION 

 
 

MEMBER INFORMATION   PART 2 – EDUCATION BACKGROUND 
 
Member Name _______________________________  Highest Level of Education Attained ______________ 
Member Address ______________________________  School ______________________________________ 
____________________________________________  ____________________________________________ 
Membership # ________________________________  GPA ______ Degree______ Major __________ 
 
Years in HFMA ______ # Years in NJ Chapter______ (Documentation must be provided documenting Grade Point 

Average) 
Member Employer ____________________________ 
 
APPLICANT INFORMATION   PART 3 – PROFESSIONAL CAREER 
PART 1 - PERSONAL DATA 
      Employment History (List employment history as  
Applicant Name ______________________________  Attachment A.) 
Address _____________________________________ 
____________________________________________  PART 4 – COMMUNITY AND PROFESSIONAL   
Relationship to Member________________ ________       ACTIVITIES 
College _____________________________________   
____________________________________________  Please describe your civic and professional activities and  
Course (s) to be taken __________________________  contributions to your community, profession, HFMA or 
____________________________________________  other organization.  (Please label as Attachment B.) 
     
      PART 5 - ESSAY  
 
Matriculated Student YES ________  NO ___________ Please submit an essay describing your educational and  
Degree/Program Pursued ________________________  professional goals and how this scholarship will 
Anticipated Graduation Date _____________________  assist you in achieving such goals.  (Please label as  
Major ____________Annual Tuition ______________  Attachment C.) 
Amount of Employer Support ____________________ 
Amount of Other Scholarships Awarded ____________  PART 6 - REFERENCES   
 
(Documentation must be provided supporting tuition,  Please furnish three formal reference letters  
employer’s reimbursement policy and enrollment in   (Please label as Attachment D.) 
school.)  
 
 
  SIGNATURE ____________________________________  DATE ___________ 
 
 
 
Please return completed package no later than  Brian P. Sherin,  MBA, FHFMA  
April 1, 2011 to:     President 
      Besler Consulting 
      3 Independence Way, Suite 201 
      Princeton, NJ  08540 

ATTN: HFMA Scholarship 
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•Focus on...New Jobs in New Jersey•

JOB BANK SUMMARY LISTING

HFMA-NJ’s Publications Committee strives to bring New Jersey Chapter members timely and useful information in a convenient, accessible manner. Thus, 
this Job Bank Summary listing provides just the key components of each recently-posted position in an easy-to-read format, helping employers reach the most 
qualified pool of potential candidates, and helping our readers find the best new job opportunities. For more detailed information on any position and the most 
complete, up-to-date listing, go to HFMA-NJ’s Job Bank Online at www.hfmanj.org. 

[Note to employers: please allow five business days for ads to appear on the Web site.]

Job Position and Organization

FINANCIAL ANALYST
 Atlantic Health
 Overlook Hospital
 Summit, NJ

DIRECTOR FINANCE - LPS PHYSICIANS 
(Langhorne Physician Services)
 St. Mary Medical Center
 Langhorne, PA

FINANCE MANAGER
 Meridian Health
 Neptune, NJ

DIRECTOR OF INTERNAL AUDIT
 Meridian Health 
 Neptune, NJ

REVENUE CYCLE ANALYST
 Valley Health System
 Ridgewood, NJ

DIRECTOR, PHYSICIAN NETWORK
 Chilton Hospital
 Pompton Plains, NJ

ASSISTANT VICE PRESIDENT OF REIMBURSEMENT
 Bergen Regional Medical Center         
 Paramus, NJ

SENIOR ANALYST/ MANAGED CARE
 Robert Wood Johnson University Hospital at Hamilton
 Hamilton, NJ
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FOCUS: Please provide us with a short bio of yourself.

JOSETTE: I am the Director of Patient Financial Services 
for The Valley Hospital in Ridgewood, New Jersey. It’s hard 
for me to believe, but I’ve been at Valley for almost 17 years! 
Time flies when you work for such an engaging and wonderful 
organization.  I’m also fortunate to be serving as the Co-Chair of 
HFMA’s Patient Financial Services Committee which provides a 
terrific forum for exchanging information and networking with 
my colleagues. In addition to my professional duties, I am a 
mother to three wonderful, (very) active children:  Joseph (11); 
Anthony (9); and Antonella (6).  I’ve tried to set an example for 
my kids by demonstrating that I can work full time and still be 
an engaged mother - so I’ve been a “class mom” for a number 
of years and I serve on our town’s DARE Committee which is 
run by the Fairfield Municipal Alliance.  Through my volunteer 
work, I’m able stay connected to my kids, their friends and their 
school which has helped me achieve a solid work/family balance. 

FOCUS: Please talk about your employer and your duties there.

JOSETTE: Valley Hospital is a 446 bed, tertiary hospital 
located in northern New Jersey that services more than 30,000 
inpatients a year. I oversee the Patient Financial Services 
(“PFS”) Department which consists of 55 employees. While 
the Department’s “official” responsibilities involve traditional 
patient accounting functions like billing, credit and collections, 
at Valley we encourage our PFS staff to interact directly with 
our Case Management and Managed Care Departments. PFS 
staff are well aware of the impact payers’ aggressive utilization 
management functions and payment policies can have on 
our bottom line so we’ve worked hard to keep the lines of 
communication open and it has really paid off. This year was the 
second year in a row that Valley was selected for HFMA’s MAP 
High Performance in Revenue Cycle award. In fact, Valley was 
one of only ten hospitals chosen nationally this year. I attribute 
our success to the leadership team at Valley as well as our 
incredible staff.  Rich Keenan, our CFO, and Bill Klutkowski, 
AVP of Finance, are very supportive and have served as wonderful 
mentors. I also place a high value on keeping employees engaged 
and motivated. We have a dedicated team of individuals that 
serve on our Morale Committee. The committee works very 
hard to ensure that staff feels appreciated all year long. We look 
for as many reasons to celebrate as we can!  Investing in your 
staff pays off in ways too numerous to count.

FOCUS:  Please name a few of the special challenges you face 
in your position.

JOSETTE: The very obvious 
challenge is RAC. We have a 
multi-disciplinary team of folks 
that meet regularly and I’m 
confident that Valley will rise to 
this challenge. The scariest thing 
about RAC, though, is that it’s 
never going to end and will 
continue to expand. One of the other challenges we face has 
been the increase in self-pay receivables. I started tracking this 
in earnest a few years ago and found something that came as a 
huge shock:  the increase in this category wasn’t due to patients 
who were lacking insurance (true “self-pay” as we have always 
traditionally defined it) but, rather, it was due to patient balances 
after insurance - high deductibles, coinsurance and copays. 
Insured patients are facing large balances and are having a hard 
time paying their bills, especially in this economy. We spend a 
lot more time these days working with our patients in order to 
assist them with their financial issues. And while we’ll have more 
people insured under federal health care reform, patients will be 
asked to share in more and more of the cost of their care. I see 
savvy financial counseling playing a crucial role in ensuring a 
hospital’s future success.

FOCUS:  What advice can you give other professionals that 
are interested in entering your line of work?

JOSETTE: It’s easy to think of my role as Director of 
Patient Financial Services as being about collecting revenue 
and maintaining an impressive receivable, but there is also a 
human factor to working with patients and their families. I try 
to emphasize this idea with my staff. At the end of the day, we 
need to treat people with compassion. We don’t want patients 
to have a good clinical experience and then ruin it by giving 
them a bad financial one. I’ve been a patient. I know how I 
want to be treated. I know how I want my family members 
treated. That’s how I try and approach my job. It sounds cliché, 
but what will make you feel satisfied and happy in any job or 
life in general is the difference you’re able to make to others.

FOCUS:  What are your hobbies and outside interests?

JOSETTE: I love to go to warm, quiet, secluded places just 
to unwind. I live a very busy life between my children and my 
career so it’s nice to enjoy “down time” when I can. I also love 
to shop, cook, read and spend time with my family and friends.

FOCUS:  Thank you for taking the time out of your busy 
schedule to be interviewed for this edition of Member Spotlight.

Member Spotlight:
Josette Melillo, The Valley Hospital
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WANTED 
 

Associate Board Member 
 

Are you driven, innovative, and committed to promoting the 
health care financial management field? 

 
The NJ Chapter of HFMA is currently seeking individuals that are interested 

in becoming an Associate Member of the Board of Directors. 
 

As an Associate Board Member you will bring new vision and energy into HFMA, 
and in return, receive mentoring by seasoned professionals resulting in invaluable 

experience and an in-depth knowledge of the workings of HFMA. 
 

The requirements for application include: 
* Current Membership in HFMA 

* The New Jersey Chapter of HFMA Selected as Your Primary Chapter 
* Membership in HFMA 5 Years or Less 
* A Referral from a Senior Administrator 

* A Letter Stating Why You Would Like to be an Associate Board Member of the Board of 
Directors 

* Copy of Your Resume 
* Willingness/Ability to Attend the Majority of the Monthly Board Meetings held at the 

Woodbridge Hilton on the Second Tuesday of the Month from 7:30am - 9:00am. 
* Willingness to Participate in a New Jersey Chapter Committee 

 
There are two Associate Board Member positions on the New Jersey Chapter 
Board of Directors. Each position has a two year appointment. The Associate 

Board Member position is a non-voting position. There is one Associate Board 
Member position currently vacant. 

 
If interested, please forward the above requested requirements to  

John Manzi,  jmanzi@panaceahealthsolutions.com or Erica Waller, ewaller@princetonhcs.org 
The deadline for your submission is March 20, 2011. 



In memory of
Edward L. Perrin, Sr.

A friend to many in the healthcare industry.
HFMA members extend their deepest sympathy to his family.

“Very often the measure of a person is not in their cooperative ventures but in those with conflict. Throughout 
my time as deputy Commissioner of Health, Ed was always on the other side of the table. He was a formidable 
adversary. And, while he was consistently faithful to his charge from the Hospital Association, he was open-minded 
and always looked for a win-win alternative. His good nature and consistent friendship regardless of “official 
positions” is a lost art especially in these more adversarial times. He will be missed. Nevertheless, his legacy is a 
positive example for all who knew him.”

 ~David L. Knowlton

Balancing costs, care and operations

Balancing the demands of patient care, rising costs and the need to run a successful 
business can be a struggle for healthcare organizations. The professionals in 

ParenteBeard’s Healthcare Services Group have decades of experience in providing 
financial and business advisory services to hospitals and healthcare systems, physician 

and medical group practices, dental practices and other provider institutions.

Because ParenteBeard’s practice is structured regionally, we provide our clients with a 
thorough understanding of healthcare issues in their regions. It’s challenging to envision 

what the healthcare industry will look like tomorrow. ParenteBeard can provide you with a 
secure business foundation today to help you move confidently into the future.

Audit  |  Accounting  |  Tax  |  Business Advisory Services

Parentebeard.com       800.267.9405       © Parentebeard LLC

Pennsylvania  |  New Jersey  |  New York  |  Delaware  |  Maryland  |  Texas

The Powerto Connect
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Save the Date! 
 

Annual NJ HFMA  
Golf Outing 

 

May 12, 2011 
 

Fiddler’s Elbow Country Club 
Far Hills, NJ 
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Advertiser Focus
Please consider supporting our sponsoring companies

Since 1986, BESLER Consulting has been assisting 
healthcare providers in enhancing revenue, gaining 
operational efficiencies and achieving compliance. 
BESLER Consulting clients benefit from a team of 
highly experienced, dedicated professionals. They bring
to each engagement in-depth knowledge in a wide range of financial, operational 
and compliance issues. Telephone 1.877.4BESLER • Web site Beslerconsulting.com

Established in 1973, McBee Associates, Inc., one 
 of the nation’s largest, independent health care con-
 sulting practices, provides managerial and financial
 consulting services to health care organizations. The
 firm’s consultants maintain an extensive array of 
financial and managerial expertise, enabling them to resolve any financial chal-
lenge that faces a health care provider today. Visit: www.mcbeeassociates.com

For over twenty-five years, CBIZ KA Consulting Services has 
provided customized financial solutions to healthcare providers. 
Our staff blends industry knowledge and practical experience to 
provide services in the fields of reimbursement optimization, 
Medicare and Medicaid recovery, managed care, decision support, 
benchmarking and clinical resource management. For informa-
tion, visit www.kaconsults.com.

ParenteBeard is the Mid Atlantic’s leading 
regional certified public accounting and con-
sulting firm with over 1,200 employees serv-
ing middle market and small business clients 

across the region. The 170 partner firm has 24 offices located in Pennsylvania, 
New Jersey, New York, Maryland, Delaware and Texas. The firm is ranked among 
the Top 20 firms in the USA and is an independent member of Baker Tilly Inter-
national. For more information, please visit ParenteBeard at www.parentebeard.
com.

Founded in 1974, WS+B is one of the largest region- 
al accounting and consulting firms in the mid-
Atlantic area with office locations in New Jersey, 
New York, Pennsylvania and Maryland. With over 
375 employees, the firm ranks among the top 35 

CPA firms nationwide. WS+B services hundreds of health care providers in the 
areas of accounting & auditing, consulting, tax, corporate governance and risk 
management. Contact Scott Mariani at smariani@withum.com or 973.898.9494.  
www.withum.com

www.foxrothschild.com 

Counted among the 200 largest law firms in 
the country, Fox Rothschild LLP is a full-service 
firm with offices in Pennsylvania, New Jersey, 
New York, Florida, California, Nevada and Delaware, providing a complete range 
of legal services to public and private business  entities, charitable, medical and 
educational institutions and individuals. 

The Health Care Law Group at Norris McLaughlin & Marcus 
is one of the largest in New Jersey. We provide a variety of 
services to clients throughout the health care field, includ-
ing highly specialized work in the regulatory areas governing 
the delivery of health care services under state and federal 

law. Our health care clients include hospitals and their affiliated corporations, 
hospital medical staffs, nursing homes and other long-term care facilities, joint 
venture groups, professional practices, and other providers of health care ser-
vices. For more information, visit our web site at www.nmmlaw.com.

Panacea Healthcare Solutions, LLC with offices in Florida 
and New Jersey, provides expert financial and information  
technology services and systems to healthcare providers, 
payers, and software companies. Panacea’s areas of ex- 
pertise include coding, compliance, finance, reimbursement 
and revenue cycle consulting and systems. These services include CDMauditor.
com, RACauditor.com, LostRevenueRecovery.com, and hospital Zero Base Pricing 
consulting.

For more information, visit www.PanaceaHealthSolutions.com or contact Mike 
Kennedy at 1-866-926-5933 x702.

new jersey chapter

NJ SmartStart Buildings is the commercial and industrial 
component of the NJ Clean Energy Program, offering tech-
nical assistance, design support and financial incentives 
for energy-efficient equipment in new construction and 
retrofits in New Jersey.

Visit NJ SmartStart Buildings online at www.njsmartstartbuildings.com or call us 
toll free at 866-433-4479 for more information.

Liberty is a preferred hospital revenue cycle 
firm specializing in converting accounts re-
ceivable into cash and scrubbing accounts 
until they reach a zero balance. Established 
in 1989, Liberty has served over 100 clients in the New Jersey/New York Metro-
politan area. Our key staff have held various leadership positions in hospital patient 
accounting and revenue cycle functions and is recognized as a high quality, high 
service firm with a reputation for flawless account work. Call us at 973.872.1497 
or visit us at www.libertybilling.com.



With health care reform now law, you may be wondering

what's next for the health care industry. What will health

care look like in America in 5 years? 10 years? 20 years?

We don't have a crystal ball, but we can help you

determine what areas of your business are most impacted

by reform, what practices may require change to be in

compliance and what your operations need to maintain

their cutting edge now and in the months and years ahead

as various provisions of the law go into effect.

After all, we're not your ordinary health law attorneys.

Visit www.foxrothschild.com for more information on how

our Health Law Practice and Health Care Reform Working

Group can help you move ahead.

THE WORLD OF HEALTH CARE IS CHANGING.
PROCEED WITH CAUTION.

www.foxrothschild.com

LET OUR EXPERIENCE BE YOUR GUIDE®

CALIFORNIA CONNECTICUT DELAWARE FLORIDA NEVADA NEW JERSEY NEW YORK PENNSYLVANIA

A Pennsylvania Limited Liability Partnership

Elizabeth G. Litten, Esq. | 609.895.3320 | elitten@foxrothschild.com
Princeton Pike Corporate Center | 997 Lenox Drive, Building 3 | Lawrenceville, NJ 08648-2311



Breadth & Depth in 
Reimbursement, Revenue,  

Coding & Compliance

Improving the health of the healthcare community 
through unmatched solutions

Keeping you on the right path 
through uncertainty

3 Independence Way, Suite 201
Princeton, NJ  08540

877.4BESLER  •  www.beslerconsulting.com




