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Cybersecurity Overview



Cybersecurity Overview

What does “cybersecurity” mean?

4



Cybersecurity Overview

Why are we seeing cybersecurity events and 
breaches almost dail ?breaches almost daily?
• Even just a few years ago, most of the IT security focus was on the 

core applications and data that processed information for an 
i tiorganization.

• Ancillary systems that were not the “system of record” such as 
email, voicemail, websites, files sharing, and mobile devices did not 
get significant focusget significant focus

• As threats have evolved, however, it’s many of those same 
ancillary systems that are at the root of breaches

Are the breaches being seen today truly 
“highly sophisticated?highly sophisticated?
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Cybersecurity Overview

The “expectation gap” in managing cyber 
riskrisk
• A significant expectation gap often exists between the 

cybersecurity risk appetite of management and how the 
ITd t t i i itITdepartment is managing security.

• Executives oftentimes want a “quick answer” to understand if they 
are “secured.”
A ff ti b it i ltil d• An effective cybersecurity program is multilayered.

What should be an organization’sWhat should be an organization s 
cybersecurity risk appetite?
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Cybersecurity Trends and Recent Breaches
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Cybersecurity Trends and Recent 
BreachesBreaches

What drives the cost of breaches?

$ $
INCREASEDECREASE

What drives the cost of breaches?

$ $
Third party error $29

Rush to notify

Lost or stolen devices

$13

$12
Board Level involvement

CISO/Cybersecurity Director appointed

$10

$12
Extensive use of encryption

Incident response plan

$19

$24 Incident response plan$24

“2015 Cost of Data Breach Study,” Ponemon Institute LLC 9



Cybersecurity Trends and Recent 
BreachesBreaches

Recent breaches in the news

AnthemAnthem
Target
Office of Personnel ManagementOffice of Personnel Management
Hollywood Presbyterian Medical Center
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Cybersecurity Trends and Recent 
BreachesBreaches

Insights from HIPAA related reported 
breaches (January 2012 to March 2015)
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Cybersecurity Trends and Recent 
BreachesBreaches

The HIPAA Security Rule requires a periodic 
(typically annual) risk assessment that is(typically annual) risk assessment that is 
thorough and documented.

The U.S. Dept. of Health and Human p
Services Office for Civil Rights has 
announced that commencing in 2016 they 
will actively audit covered entities and theirwill actively audit covered entities and their 
business associates

We recommend all organizations periodicallyWe recommend all organizations periodically 
perform a cyber risk assessment and a 
separate HIPAA specific risk assessment. 
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Cybersecurity Program Considerations
From the NACD - Five Principles p
for directors

Understand and Approach cybersecurity as an enterprise-wide risk 
management issue, not just an IT issue.

I

Understand the legal implications of cyber risks as they relate to 
their company’s specific circumstances.

II

Gain adequate access to cybersecurity expertise, and discussions 
about cyber-risk management should be given regular and 
adequate time.

III
adequate t e

Management will establish an enterprise-wide cyber-risk 
management framework with adequate staffing and budget

IV
management framework with adequate staffing and budget.

Discussion of cyber-risk should include identification of which risks 
to a oid accept mitigate or transfer thro gh ins rance as ell asV to avoid, accept, mitigate or transfer through insurance, as well as 
specific plans associated with each approach.

V
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Cybersecurity Program Considerations

Where to start: Perform a cybersecurity risk assessment 
and then plan your cybersecurity management program
 The risk assessment should identify areas of potential 

exposure without delving into deep details. 
 It should help to prioritize ongoing projects and 

priorities for mitigating threats and vulnerabilitiespriorities for mitigating threats and vulnerabilities.
 The next step after the cybersecurity risk assessment 

is to perform “deep dive” assessments into the 
individual areas identified such as:individual areas identified such as:
Mobile data management
Remote access
Laptop and desktop

Security awareness training
Technical security configurations
Disaster recoveryLaptop and desktop 

Incident response
Social media

Disaster recovery
Patch management
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Cybersecurity Program Considerations

Practical steps for improving cybersecurity based on breaches 
and regulatory environment (not a comprehensive list!)

 Hire or designate a CISO
 Deploy comprehensive employee security awareness 

trainingtraining
 Enable Multi-Factor authentication
 Encrypt data at rest
 Test incident response procedures Test incident response procedures
 Keep patches up to date
 Manage vendors with rigor
 Consider using NIST cybersecurity framework Consider using NIST cybersecurity framework
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